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INTRODUCTION
Testing Scope

This report presents the procedures followed and the results obtained during certification testing of the
Election Systems & Software (ES&S) EVS 5.0.1.0 Voting System. ES&S submitted the EVS 5.0.1.0
Voting System to Wyle Laboratories, Inc. for compliance to the United States Election Assistance
Commission (EAC) 2005 Voluntary Voting Systems Guidelines (VVSG). The EVS 5.0.1.0 Voting System
is a modification to the EAC certified EVS 5.0.0.0 Voting System documented by Wyle Laboratories’ Test
Report Number T59087.01-01, dated May 16, 2013. All testing on the modifications to the voting system
was tested to the EAC 2005 VVSG.

The focus of this test campaign was to test all additions and modifications made to both the system’s
software and hardware, since the last certification. Wyle Laboratories performed functionality testing on
the reporting enhancements to the DS200 and DS850, as listed in the TDP. Wyle Laboratories performed
system integration testing and accuracy testing to verify the hardware and software changes to the DS200.

The changes to the DS200 hardware for version 1.3 include:

New Motherboard — VT6070 Mini-ITX (Replace EOL, ‘End-of-Life’)
New System RAM — DDR3 Ram Module (Replaced to fit new motherboard)
New Scanner Board — (Replace EOL)
Removal of the ATX power supply (now incorporated in the motherboard)
ECO 1281 - DS200 Transport Assembly
0 Redesign spring plate (improve handling of damaged ballots)
0 Redesign beveled Contact Image Sensor (improve handling of damaged ballots)
0 Add the ultrasonic detect shield and grommet
0 Redesign closing linkage
o Revise fit and tolerance on five sheet metal parts (improve manufacturing tolerances)
= Right side of the transport assembly — change round holes to slots to allow horizontal adjustability
in stainless steel guide plates
= Bottom front stainless steel platen — add additional clearance around bushing openings to allow
horizontal adjustability in stainless steel guide plates
= Drive belt cover on the left side of transport — added access holes for CIS mounting hardware
= Bottom rear stainless steel platen — add additional clearance around bushing openings to allow
horizontal adjustability in stainless steel guide plates
= Top front stainless steel platen — add additional clearance around bushing openings to allow
horizontal adjustability in stainless steel guide plates
Replace CFL backlight with LED backlight (Replace EOL)
Removable rails for attachment to ballot box (Replace built in feet)
Battery access door
Improve power/close switch fit
Plastic housing change to update company logo

(The remainder of this page intentionally left blank)
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Testing Scope (Continued)

Implemented ECO 1281 (described above) on DS200 hardware version 1.2.1 to create DS200 hardware
version 1.2.3. The changes to the DS200 2.7.0.0 software include:

Print scanner board hardware type on tape

Implemented the use of the 8-bit “Scanner ID” field to report the scanner board firmware
Integrated ability to read and report Power Management Board firmware version

Report motherboard version on configuration report and in log

Modify HAL for new VIA motherboard

Changes to DS850 Datawin firmware:
e No proposed changes or modifications to the proprietary firmware
e Change increased the rising and lowering speed of the input and output trays.

There were no proposed changes or modifications to the AutoMARK or the EMS software in this test
campaign; therefore, no component level testing was included for this equipment.

Objective

The objective of this system modification test program was to ensure that EVS 5.0.1.0 complied with the
hardware and software requirements of the EAC 2005 VVSG. The scope and detail of the requirements
tested in the certification were selected to correspond to the scope of the system detailed in the application
submitted by ES&S. An in-depth examination of the system further confirmed the applicable requirements
selected for compliance testing. This included the inspection and evaluation of system documentation, and
the execution of functional tests to verify system performance and function under normal/abnormal
conditions.

Test Report Overview

This test report consists of five main sections (including appendices):
¢ Introduction: Provides the architecture of the National Certification Test Report (hereafter
referred to as Test Report); a brief overview of the testing scope of the Test Report; a list of
documentation, customer information, and references applicable to the voting system hardware,
software, and this test report.

o System Identification and Overview: Provides information about the system tested that includes
the system under test, test support hardware, and specific documentation provided by the vendor
used to support testing.

e Certification Test Background: Contains information about the certification test process and the
system tested.

e Test Findings and Recommendation: Provides a summary of the results of the testing process.

o Appendices: Information and data supporting testing of the voting system and hardware analysis
are included as appendices to this report. This includes: Notices of Anomaly, Test Setup
Photographs, Hardware Test Results (FL EVS 4.5.0.0 Test Report), Technical Data Package Issues,
and the “As Run” Test Plan.

WYLE LABORATORIES, INC.
Huntsville Facility
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INTRODUCTION (Continued)

Customer

Election Systems & Software, LLC
11208 John Galt Boulevard
Omaha, NE 68137

References

The documents listed were utilized to perform certification testing.

Wyle Laboratories’ “National Certification Test Report for the Certification Testing of the Election
Systems & Software EVS 5.0.0.0 Voting System Revision B”, Test Report Number T59087.01-01,
dated May 16, 2013

Wyle Laboratories’ “Hardware Compliance of the Election Systems & Software FL EVS 4.5.0.0
Voting System DS200 Hardware Version 1.3,” Test Report Number T71013.01-01, dated September
18, 2013.

Election Assistance Commission 2005 Voluntary Voting System Guidelines, Volume I, Version 1.0,
"Voting System Performance Guidelines,” and Volume 11, Version 1.0, "National Certification Testing
Guidelines," dated December 2005

United States Federal Election Commission Voting System Standards Volume 1, “Performance
Standards” and VVolume Il, “Test Standards,” dated April 2002

Election Assistance Commission Testing and Certification Program Manual, Version 1.0, effective date
January 1, 2007

Election Assistance Commission Voting System Test Laboratory Program Manual, Version 1.0,
effective date July 2008

National Voluntary Laboratory Accreditation Program NIST Handbook 150, 2006 Edition, "NVLAP
Procedures and General Requirements (NIST Handbook 150)," dated February 2006

National Voluntary Laboratory Accreditation Program NIST Handbook 150-22, 2008 Edition, "Voting
System Testing (NIST Handbook 150-22)," dated May 2008

United States 107" Congress Help America Vote Act (HAVA) of 2002 (Public Law 107-252), dated
October 2002

Wyle Laboratories’ Test Guidelines Documents: EMI-001A, "Wyle Laboratories’ Test Guidelines for
Performing Electromagnetic Interference (EMI) Testing," and EMI-002A, "Test Procedure for Testing
and Documentation of Radiated and Conducted Emissions Performed on Commercial Products”

Wyle Laboratories’ Quality Assurance Program Manual, Current Revision
Wyle Laboratories’ Quality Program Manual, Current Revision

ANSI/NCSL Z540-1, "Calibration Laboratories and Measuring and Test Equipment, General
Requirements"

ISO 10012-1, "Quality Assurance Requirements for Measuring Equipment”
EAC Requests for Interpretation (listed on www.eac.gov)
EAC Notices of Clarification (listed on www.eac.gov)

WYLE LABORATORIES, INC.
Huntsville Facility
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SYSTEM IDENTIFICATION AND OVERVIEW
System Overview

The ES&S EVS 5.0.1.0 Voting System is a modification EVS 5.0.0.0 Voting System. The full EVS 5.0.1.0
Voting System description can be found in Section 2.0 of Wyle Laboratories’” ES&S EVS 5.0.0.0 Test
Report No. T59087.01-01, dated May 16, 2013. For the ES&S EVS 5.0.1.0 Voting System, Wyle
Laboratories only tested the modifications to the DS200, DS850 and their interface with the EMS.
Therefore, Wyle Laboratories only documented the configuration used during testing conducted at Wyle
Laboratories.

System Operational Concept

The operational flow and low-level system interfaces for the ES&S EVS 5.0.1.0 Voting System are
illustrated in Figure 1-1.

Figure 1-1 System Overview Diagram

WYLE LABORATORIES, INC.
Huntsville Facility
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System ldentification

The materials required for testing of the EVS 5.0.1.0 Voting System included software, hardware, test
materials, and deliverable materials (as specified in table 2-7) shipped directly to Wyle Laboratories by

ES&S.

The materials documented in the following sections are the materials used during Wyle

Laboratories’ testing of only the DS200 and its interface with the EMS and are not a complete list of
materials used in the previously-certified EVS 5.0.0.0 Voting System.

Hardware

This subsection categorizes the equipment the manufacturer submitted for testing listed in Table 2-1. Each
test element is included in the list of the equipment required for testing of that element, including system
hardware, general purpose data processing and communications equipment, and any required test

instrumentation.

Table 2-1 EVS 5.0.1.0 Voting System Equipment Description

Hard Drive Capacity 300 GB

Equipment Manufactur Specifications Serial COTSs/
er Number Non-COTS
EMS Client Qell Intel Core i5 CPU M580 @ 2.67 GHz
Laptop Latitude 4.00 GB Installed RAM / 2FD65Q1 COTS
E6410 Hard Drive Capacity 250 GB
Intel Xeon CPU E5645 @ 2.40 GHz (2
processors)
EMS Server Dell T710 12.0 GB Installed RAM / JPZ6VR1 COTS
Hard Drive Capacity 320 GB
EMS Client D-eII Intel Core i5 CPU 650 @ 3.20 GHz
Desktop OptiPlex 4.0 GI_3 Installeq RAM / 3TZJFQ1 COTS
980 Hard Drive Capacity 320 GB
Communications Dell Intel Xeon CPU E5504 @ 2.00 GHz
4.0 GB Installed RAM / 4D6BQM1 COTS
Server T410

(The remainder of this page intentionally left blank)
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2.2.2

SYSTEM IDENTIFICATION AND OVERVIEW (Continued)

System Identification (Continued)

Hardware (Continued)

Table 2-2 EVS 5.0.1.0 Build Machine Description

. I Serial COTs/
Equipment | Manufacturer Specifications Number Non-COTS
Dell OptiPlex Processor: Intel Duo Core E8400 Wolfdale
Build 1 7(?0 Memory: 4x1 GB, 800 MHz Ram 6D7DJG1 COTS
Hard Drive Capacity: 80 GB
Dell OptiPlex Processor: Intel Duo Core E8400 Wolfdale
Build 2 750 Memory: 4.0 GB Installed Ram 6DCKJG1 COTS
Hard Drive Capacity: 80 GB
Processor: Intel X5650 2.66/6.4 12 MB Xeon
. Dell Precision Westmere
Build 3 T3500 Memory: 2.0 GB Installed Ram 15TMMN1 COTS
Hard Drive Capacity: 160 GB
Processor: Intel X5650 2.66/6.4 12 MB Xeon
. Dell Precision Westmere
Build 4 T3500 Memory: 2.0 GB Installed Ram ISTNMNL | COTS
Hard Drive Capacity: 160 GB
Table 2-3 EVS 5.0.1.0 Voting System Equipment
Equipment Description Serial Number
AutoMARK Voting Assist Terminal (A200) AMO0308421809
DS200 Hardware Version 1.3 Precinct Count Digital Scanner DS0313350010
DS200 Hardware Version 1.3 Precinct Count Digital Scanner DS0313350002
DS200 Hardware Version 1.2.3 Precinct Count Digital Scanner DS0113360186
DS200 Hardware Version 1.2.1 Precinct Count Digital Scanner DS0313340087
DS200 Hardware Version 1.2.1 Precinct Count Digital Scanner ES0108340026
DS850 Hardware Version 1.0 Central Count Digital Scanner DS8511090075
Ballot Box Hardware Version 1.2; 1.3 Plastic Box 002, 003, 004, 005
Ballot Box Hardware Version 1.2 Metal Box with Diverter 001

Software

The software evaluated was limited to ElectionWare, Election Reporting Manager (ERM), and the
firmware build for the DS200. Only the changes incorporated since the EVS 5.0.0.0 test campaign were
evaluated by Wyle Laboratories. Wyle Laboratories utilized an EMS setup with new versions of
ElectionWare and ERM to load election information onto transport media and to upload election data from
the DS200 to the EMS via the transport media. Wyle Laboratories did not test the EMS for any other

functionality.

(The remainder of this page intentionally left blank)

WYLE LABORATORIES, INC.
Huntsville Facility



Page No. 7 of 25
Test Report No. T71352.01-01 REV. B

2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued)
2.2 System Identification (Continued)
2.2.2 Software (Continued)

Table 2-4 EVS 5.0.1.0 EMS Software Platform Component Descriptions

Software Required For Testing Software Version
ElectionWare 4.1.0.0
Election Reporting Manager (ERM) 8.6.0.0
Event Logging Service (ELS) 1.5.0.0
VAT Previewer 18.1.0
Removable Media Service (RMS) 1.4.0.0
DS200 Firmware 2.7.1.0
DS850 Firmware 2.4.0.0

Table 2-5 EVS 5.0.1.0 EMS COTS Software Platform Component Descriptions

Software Required For Testing Description
Windows 7 Professional, with SP1 Original Disk
Windows Server 2008 R2, with SP1 Original Disk
Adobe Acrobat Standard version 9.0 or better Original Disk
RM/Cobol 12.06

Microsoft Office Excel 2007 or better Original Disk
Adobe Acrobat Standard 9.0 Original Disk

AVG AntiVirus Business Edition 2012 Original Disk & virus definition updates

2.3 System Limits
No system limits were impacted by this modification.
24 Test Support Materials

This subsection enumerates any and all test materials needed to perform voting system testing. The scope
of testing determines the quantity of a specific material required.

(The remainder of this page intentionally left blank)
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2.5

SYSTEM IDENTIFICATION AND OVERVIEW (Continued)
Test Support Materials (Continued)
The following test materials were required to support the EVS 5.0.1.0 test campaign:

Table 2-6 Test Support Equipment

Test Material Quantity
Paper Rolls 25 rolls total
COTS Printer 1
Security Seals 50
ES&S Pens 20
Security Sleeves 3
Security Locks 5

Transport Media
(USB Flash Drives)

Delkin 1 GB 20
Delkin 4 GB
Delkin Devices 1 GB Compact Flash 3

Deliverable Materials
The materials listed in Table 2-7 are to be delivered as part of the EVS 5.0.1.0 Voting System to the users.

Table 2-7 Deliverable Materials for EVS 5.0.1.0 Voting System

Deliverable Material Version Description
ElectionWare 4.1.0.0 EMS
ERM 8.6.0.0 EMS
Event Logging Service (ELS) 1.5.0.0 EMS
VAT Previewer 1.8.1.0 EMS
Removable Media Service (RMS) 1.4.0.0 EMS
Firmware 2.7.1.0; Hardware 1.2.1, .
DS200 123and 1.3 Precinct ballot scanner
AutoMARK™ Firmware 1.8.1.0; Hardware 1.0, Voter Assist Terminal
1.1and 1.3
DS850 Firmware 2.4.0.0; Hardware 1.0 Central ballot scanner
OKI Printer B430dn or B431dn Laser Report Printer
OKI Printer Microline 420 Dot Matrix Printer
Headphones Avid FV 60 Stereo headphones
Voting System Overview EVS 5.0.1.0 19.0 TDP Document
ES&S DS200 System Operations 101 TDP Document

Procedures Hardware version 1.2

WYLE LABORATORIES, INC.
Huntsville Facility
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2.5

2.6

SYSTEM IDENTIFICATION AND OVERVIEW (Continued)
Deliverable Materials (Continued)

Table 2-7 Deliverable Materials for EVS 5.0.1.0 Voting System (Continued)

Deliverable Material Version Description
ES&S DS200 System Ope.ratlons 10 TDP Document
Procedures Hardware version 1.3
ES&S DS850 System Operations 111 TDP Document
Procedures
™
ES&S Aut_oMARK System 50 TDP Document
Operations Procedures
ES&S Electloan:\re 4..1 Vol II: Admin 48 TDP Document
User’s Guide
ES&S EIectlonW:j\re 4._1 Vol Il: Define 40 TDP Document
User’s Guide
ES&S Ele_ctlonWa’re 4.1_ Vol IlI: 32 TDP Document
Design User’s Guide
ES&S ElgctlonWare 4.1_ Vol IV: 56 TDP Document
Deliver User’s Guide
ES&S ElectlonWa}re 4.% Vol V: Results 15 TDP Document
User’s Guide
EVS Event L(?gglng Service System 10 TDP Document
Operations Procedures
ES&S ERM System Operations 131 TDP Document
Procedures
ES&S Votmg_S_yst(_am Security 31 TDP Document
Specification
ES&S Voting System Security: Best
Practices for Physically Securing ES&S 2.0 TDP Document
Equipment
ES&S Hardening Procedures 4.3 TDP Document

Vendor Technical Data Package

The Technical Data Package (TDP) contains information about requirements, design, configuration
management, quality assurance, and system operations. The EAC 2005 VVSG requirements state that, at a
minimum, the TDP shall contain the following documentation: system configuration overview; system
functionality description; system hardware specifications; software design and specifications; system test
and verification specifications; system security specifications; user/system operations procedures; system
maintenance procedures; personnel deployment and training requirements; configuration management plan;
quality assurance program; and system change notes.

Since the EVS 5.0.1.0 Voting System is a modification to the previously certified EVS 5.0.0.0 Voting
System, Table 2-8 only lists the documents in the TDP that were modified for the EVS 5.0.1.0 Voting
System. For a complete list of all documents, please refer to the EVS 5.0.0.0 Voting System documented
by test report number T59087.01-01 dated May 16, 2013.

WYLE LABORATORIES, INC.
Huntsville Facility
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2.6

SYSTEM IDENTIFICATION AND OVERVIEW (Continued)
Vendor Technical Data Package (Continued)

Table 2-8 ES&S EVS 5.0.1.0 Voting System TDP

EVS 5.0.1.0 TDP Documents Version [l)\ﬁ)c' Document Code
Voting System Overview 19.0 01-01 EVS5010_OVRO00

System Functionality Description

System Functionality Description

9.0

| 02-01

EVS5010_SFDO00

System Hardware Specification

System Hardware Spec\llflfaztlon — DS200 hardware 10 03-02 DS200HW_M_SPC_0312_ HWSpec
System Hardware Spec\llflfagtlon — DS200 hardware 30 03-02 DS200HW_M_SPC_0313_HWSpec
Software Design and Specification
Software Design and Specification — ERM 1.0 04-03 EVS5010 SDS00 ERM
Software Design and Specification — DS200 1.0 04-04 EVS5010 SDS00 DS200
Software Design and Specification — DS850 1.0 04-04 EVS5010 SDS00 DS850

System Operations Procedures

System Operations Procedures — DS200

1.0

| 07-09

EVS5010_SOP00_DS200

System Maintenance Manuals

System Maintenance Manual — DS200

1.0

| 08-02

EVS5010 SMMO0_DS200

System Change Notes

EVS 5.0.1.0 System Change Notes

2.0

12-01

EVS5010_DOC_D_1200_
ChangeNotes

(The remainder of this page intentionally left blank)
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3.0

3.1

3.2

TEST BACKGROUND

Wyle Laboratories is an independent testing laboratory for systems and components under harsh
environments, including dynamic and climatic extremes as well as the testing of electronic voting systems.
Woyle Laboratories holds the following accreditations:

1SO-9001:2000

NVLAP Accredited 1ISO 17025:2005

EAC Accredited VSTL, NIST 150,150-22

A2LA Accredited (Certification No.’s 845.01, 845.02, and 845.03)
FCC Approved Contractor Test Site (Part 15, 18, 68)

General Information about the Test Process

All testing performed as part of the test effort was performed at Wyle Laboratories’ Huntsville, AL,
facility. Testing was limited to EVS 5.0.1.0 which includes items listed in Section 2.0 of this test report.

The strategy for evaluation of the EVS 5.0.1.0 was to review the change log, source code, and the
engineering changes submitted for the modified system. Wyle Laboratories also evaluated test results from
FL EVS 4.5.0.0 as well as test cases and results of any developmental testing conducted by ES&S during
the pre-certification process that were provided by ES&S in their TDP. The purpose of this evaluation was
to determine the scope of testing required for system certification.

Testing Scope

To evaluate the system test requirements and the scope of the test campaign, each section of the EAC 2005
VVSG was analyzed to determine the applicable tests. The EAC 2005 VVSG, Volume | Sections, along
with the strategy for evaluation, are described below:

Section 2: Functional Requirements — The requirements in this section were tested during the FCA,
utilizing test cases specially designed for the ES&S EVS 5.0.1.0 Voting System.

Section 3: Usability and Accessibility — The requirements in this section were not tested during this
test campaign.

Section 4: Hardware Requirements — The requirements in this section were tested during the Florida
EVS 4.5.0.0 state test campaign. The FL EVS 4.5.0.0 test campaign tested the hardware modifications
to the DS200 1.3. Wyle accepts this testing and requests reuse for the EVS 5.0.1.0 test campaign. The
FL EVS 4.5.0.0 Hardware Test Report Number T71013.01-01 is presented in Appendix B.

Section 5: Software Requirements — The requirements in this section were tested during source code
review, TDP review, and FCA. A combination of review and functional testing was performed to
insure these requirements are met.

Section 6: Telecommunication — The requirements in this section were not tested during this test
campaign.

Section 7: Security Requirements — The requirements in this section were tested during source code
review, FCA, and Security Tests.

WYLE LABORATORIES, INC.
Huntsville Facility
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3.0

3.2

TEST BACKGROUND (Continued)

Testing Scope (Continued)

Section 8: Quality Assurance (QA) Requirements — The QA requirements were spot checked and
limited to only the changes included within this modification. The following documents were utilized
during the limited review process:

0 ESSSYS_M_P_1000MNFQualityAssurancePlan
0 ESSSYS_Q_P_0100SoftwareQualityAssurance Program
Section 9: Configuration Management (CM) Requirements — The CM requirements were spot

checked and limited to only the changes included within this modification. The following documents
were utilized during the limited review process:

o [ESSSYS_CMP_P_1000_ESSCMProgram
o ESSSYS_DOC_P_1000_TDPProgram

The EVS 5.0.1.0 Voting System is a paper-based precinct counting system; therefore, all EAC 2005 VVSG
requirements pertaining to DRE's were excluded from this test campaign. Additionally, the following
requirements were also excluded from the campaign:

Volume | Section 6 (Telecommunication Requirements)

Volume | Section 7.5.2-7.5.4 (Telecommunications and Data Transmission)
Volume | Section 7.6 (Use of Public Communication Networks)

Volume I Section 7.7 (Wireless Communications)

Volume I Section 7.9 (Voter Verifiable Paper Audit Trail Requirements)

The rationale for not evaluating the EVS 5.0.1.0 Voting System to the requirements contained in the
indicated sections of the EAC 2005 VVSG is described in Table 3-1.

Table 3-1 Not Applicable Requirements

\E/';inzqg%SS\g(\;:iﬁ Rationale for ‘Not Applicable’
6.752-754 These requirements are written for use on public networks. The EVS 5.0.1.0
T T \oting System as configured for this certification does not use public networks.
This section pertains to “Voting systems that transmit data over public
7.6 telecommunications...” The EVS 5.0.1.0 Voting System as configured for this
certification does not permit transmission over public networks.
7.7 No wireless technology is present in the EVS 5.0.1.0 Voting System.
7.9 The EVS 5.0.1.0 Voting System is a paper based system.

(The remainder of this page intentionally left blank)
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3.0

3.3

3.4

TEST BACKGROUND (Continued)
Wyle Quality Assurance

All work performed on this program was in accordance with Wyle Laboratories’ Quality Assurance
Program and Wyle Laboratories’ Quality Program Manual, which conforms to the applicable portions of
International Standard Organization (ISO) Guide 17025.

The Wyle Laboratories, Huntsville Facility, Quality Management System is registered in compliance with
the 1SO-9001:2008 International Quality Standard. Registration has been completed by SAI Global, a
Division of Canadian Standards Association (CSA).

Test Equipment and Instrumentation

All instrumentation, measuring, and test equipment used in the performance of this test program was
calibrated in accordance with Wyle Laboratories' Quality Assurance Program, which complies with the
requirements of ANSI/NCSL 2540-1, 1SO 10012-1, and ISO/IEC 17025. Standards used in performing all
calibrations are traceable to the National Institute of Standards and Technology (NIST) by report number
and date. When no national standards exist, the standards are traceable to international standards, or the
basis for calibration is otherwise documented.

(The remainder of this page intentionally left blank)
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3.0

3.5

TEST BACKGROUND (Continued)

Terms and Abbreviations

Table 3-2 in this subsection defines all terms and abbreviations applicable to this Test Report.

Table 3-2 Terms and Abbreviations

Protocol

Term Abbr. Definition
Americans with ADA ADA is a wide-ranging civil rights law that prohibits, under certain
Disabilities Act of 1990 circumstances, discrimination based on disability.
Configuration cM
Management
Commercial Off the T Commercial, readily available hardware or software.
Shelf COTS
An electronic voting system that utilizes electronic components for the
. functions of ballot presentation, vote capture, vote recording, and tabulation
Direct Record . . . . . - .
) DRE which are logically and physically integrated into a single unit. A DRE
Electronic g . .
produces a tabulation of the voting data stored in a removable memory
component and in printed hardcopy.
United States Election Commission created per the Help America Vote Act of 2002, assigned the
. . EAC responsibility for setting voting system standards and providing for the
Assistance Commission . e .
voluntary testing and certification of voting systems.
E;Z‘t;é'r?]” Management EMS | Within the EVS system, the EMS is ElectionWare in addition with ERM.
Election Results ERM A component of the EMS that is used for results gathering and reporting.
Manager
Equipment Under Test EUT
Help America VVote Act HAVA | Act created by United States Congress in 2002.
. . Government organization created to promote U.S. innovation and industrial
National Institute of . . .
competitiveness by advancing measurement science, standards, and
Standards and NIST . . . -
technology in ways that enhances economic security and improves our
Technology - .
quality of life.
Review by accredited test laboratory to compare voting system components
Phvsical Confiquration submitted for certification testing to the manufacturer’s technical
Au)(l:iit g PCA documentation, and confirmation the documentation meets national
certification requirements. A witnessed build of the executable system is
performed to ensure the certified release is built from tested components.
Quality Assurance QA
Specimen Under Test SUT
Technical Data Package TDP Manu_facturer documer_1t_at|on relat_eq to the voting system required to be
submitted as a precondition of certification testing.
Uninterruptible Power UPS
Supply
Voluntary Voting EAC 2005 | Published by the EAC, the third iteration of national level voting system
System Guidelines VVSG standards.
Wyle Operating Wyle Test Method or Test Procedure
WoP
Procedure
Functional FCA Exhaustive verification of every system function and combination of
Configuration Audit functions cited in the manufacturer’s documentation.
Secure File Transfer SETP A network protocol that provides file access, files transfer, and file

management functionality over any reliable data stream.
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4.0

41

TEST PROCEDURES AND RESULTS
Source Code Review

As part of the testing activities, the ES&S EVS 5.0.1.0 Voting System received a 100% source code review
to the EAC 2005 VVSG coding standards and the manufacturer supplied coding standards. The
manufacturer supplied coding standards (ESSSYS _D_D 0100 Coding Standards) can be found within the
vendor provided TDP. The review was conducted per the guideline described in the following paragraph.

As the updated source code was received, a SHA1 hash value was created for each source code file. The
source code team then conducted a visual scan of every line of modified source code. This was done to
identify any violation of EAC 2005 VVSG coding standards or manufacturer supplied coding standards.
The COTS tools utilized by the source code group were Beyond Compare and Crimson Editor. Each
identified violation was then recorded by making notes of the standards violation along with directory
name, file name, and line number.

Summary Findings

Two header revision history standards violations were identified and sent to ES&S for resolution. ES&S
then corrected the standards violations and re-submitted the source code for re-review. No additional
standards violations were identified during the re-review. The Notice of Anomaly (NOA No. 2)
documenting that source code discrepancies were found is included in Appendix C of this report. Tables 4-
1 and 4-2 below provide the discrepancies and count identified during the entire review process:

Table 4-1 Source Code Discrepancies by type

Header Revision History 2
Total: 2

Table 4-2 Source Code Review Breakdown

Source Code Component * . *Number of
o Number of Reviews . ;

and Utilities Discrepancies
DS200 2 2
DS850 0 0
ElectionWare 0 0
ERM 0 0
LogMonitor 0 0

*The number of reviews include both initial submissions and subsequent reviews which may
include clean versions of code where no discrepancies were identified.

(The remainder of this page intentionally left blank)
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4.0

4.2

TEST PROCEDURES AND RESULTS (Continued)
Trusted Build

A Trusted Build of the software was created using ES&S’s trusted build documents. The “Trusted Builds”
were performed by completing the following tasks in the order listed:

Clear hard drive of existing data

Retrieve the compliant source code

Retrieve the installation media for OS, compilers, and build software

Construct the build environment

Create digital signatures of the pre-source build environment

Create a disk image of the pre-source build environment

Load the compliant source code into the build environment

Create a digital signature of the post-source build environment

Create a disk image of the post-source build environment

Build the executable code

Create the installation media

Create a digital signature of the final build environment

Create a disk image of the final build environment

Create a digital signature of the installation media

Install executable code onto the hardware and validate the software/firmware

Deliver source code with digital signature, disk image of pre-build environment with digital signatures,
disk image of post-build environment with digital signatures, executable code with digital signatures,
and installation media to the EAC Repository

The “Trusted Builds” for the ES&S EVS 5.0.1.0 include source code, data, and script files, in clear text
form. The builds also include COTS software on commercially available media, COTS software
downloaded by the VSTL, COTS software verified by SHAL from the software supplier, and picture and
sound files in binary format provided by ES&S. The first step of the process was to clean the hard drives
by writing data to every sector of the hard drive, so the drive is cleared of existing data. The designated
operating system was then loaded and the applications from the VSTL-reviewed source along with the
VSTL verified COTS software was built. The final step was installing the applications on the hardware.

Summary Findings

Wyle Laboratories performed Trusted Builds for each system component of EVS 5.0.1.0 on December 20,
2013. A Technical Representative was present for each of the Witnessed Builds. The outputs from the
Witness Builds have been supplied to the EAC as part of the certification effort.

(The remainder of this page intentionally left blank)
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4.3

Technical Data Package (TDP) Review

The ES&S, Unity 5.0.1.0 Technical Data Package was reviewed to the 2005 VVSG. This review was
performed as part of the testing activities. The TDP review included only the documents that support the
scope of certification for this testing campaign.

The TDP contains information about requirements, design, configuration management, quality assurance,
and system operations. The EAC requirements state that, at a minimum, the TDP shall contain the
following documentation: system configuration overview; system functionality description; system
hardware specifications; software design and specifications; system test and verification specifications;
system security specifications; user/system operations procedures; system maintenance procedures;
personnel deployment and training requirements; configuration management plan; quality assurance
program; and system change notes.

The TDP documents were reviewed for accuracy, completeness, and compliance to the VVSG. The TDP
documentation served as the basis for design and development of the functional tests.

Summary Findings

The review results were recorded in a worksheet that provided the pass/fail compliance to each applicable
VVSG requirement. There were 9 discrepancies reported to ES&S and internally tracked by Wyle as test
exceptions until verified that the applicable documents had been corrected. ES&S corrected
nonconformance observations and resubmitted the associated documents for review. This process
continued until the TDP complied with TDP Standards.

A summary of the TDP issues encountered is provided below:

e Some descriptive information included was inconsistent with descriptions in other TDP documents.

e Some documents included functionality that was not supported in the voting system.

e Some of the individual user guides included information which conflicted with the actual
information encountered when verified during the testing process.

o Missing manufacturer test documentation that describes the testing performed on the modificaitons.

All noted TDP issues were resolved prior to the conclusion of the review process. The Technical Data
Package Review Report that summarizes the 9 discrepancies noted is included in Appendix D of this report.
The Notice of Anomaly (NOA No. 1) documenting that TDP discrepancies were found is included in
Appendix C of this report.

(The remainder of this page intentionally left blank)
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4.0

4.4

TEST PROCEDURES AND RESULTS (Continued)

Hardware Testing

EVS 5.0.1.0 is a paper-ballot based optical scan voting system. EVS 5.0.1.0 system consists of five major
components: ElectionWare, ERM, DS200 precinct scanner, DS850 central count scanner, and AutoMARK.
EVS 5.0.1.0 is comprised of two proprietary pieces of hardware; DS200 and DS850. Wyle Laboratories
determined that the COTS PCs and laptops are not subject to hardware testing per the EAC 2005 VVSG.
The provided PCs and laptops documented in Section 3 Materials Required For Testing all contained CE,

UL, and FCC labeling.

DS200 hardware 1.3 — Wyle Laboratories previously performed testing to the EAC 2005 VVSG during the
state testing campaign for FL EVS 4.5.0.0 (Wyle Test Report No. T71013.01-01). All hardware testing as
noted in table 4-1 was accepted for reuse based on the findings of the evaluation.

Table 4-1 Hardware Test Examination Results

Test/EAC 2005 VVSG Section

Procedure/Description

EVS 5.0.1.0 Voting
System Component

DS200 1.3
Electromagnetic Radiation/4.1.2.9 FCC Part 15 Class B for .bo.th radiated and conducted Accept
emissions EVS 4.5.0.0
- o Accept
Low Temperature/4.1.2.14 MIL-STD-810D minimum temperature shall be -4°F EVS 45.0.0
L MIL-STD-810D, Method 514.3 physical shock and Accept
Vibration/4.1.2.14 vibration during handling and transport EVS 4.5.0.0
. . Accept
Lightning Surge/4.1.2.7 IEC 61000-4-5 (1995-02) EVS 45.0.0
. MIL-STD-810D, Method 501.2 maximum Accept
High Temperature/4.1.2.14 temperature shall be 140°F EVS 4.5.0.0
Bench Handlin MIL-STD-810D, Method 516.3 Procedure VI six 4” Accept
g drops on each edge totaling 24 drops EVS 4.5.0.0
. . Accept
Electrical Fast Transient/4.1.2.6 IEC 61000-4-4 (2004) EVS 45.0.0
- MIL-STD-810D, Method 501.2 ten 24 hour humidity Accept
Humidity Test/4.1.2.14 cycles EVS 45.0.0
L . IEC 61000-4-2 (1995-01) 15kV air discharge and Accept
Electrostatic Disruption/4.1.2.8 8kV/ contact discharge EVS 45.0.0
Electromaanetic IEC 61000-4-3 (2006) electromagnetic field of Accent
Suscentibilit ?4 1210 10V/m modulated by a 1kHZ, 80% AM modulation EVS 4 E?O 0
P yia.1.e. at 80MHz to 1000MHz frequency T
. IEC 61000-4-6 (1996-04) conducted radio frequency Accept
Conducted RF Immunity/4.1.2.11 energy EVS 45.0.0
N . IEC 61000-4-8 (1993-06) AC magnetic fields of 30 Accept
Magnetic Fields Immunity/4.1.2.12 A/m at 60Hz EVS 45.0.0
Electrical Power Disturbance/4.1.2.5 IEC 61000-4-11 (1994-06) power surges and dips EVAéczeé) to 0
Temperature/Power MIL-STD-810D, Method 502.2 and Method 501.2 Accept
Variation/4.1.2.13 163 hours at 50°F to  95°F EVS 4.5.0.0
. Accept
Safety/4.3.8 UL 60950-1 product safety review EVS 4.5.0.0
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4.0

441

442

45

TEST PROCEDURES AND RESULTS (Continued)
Electrical Supply Testing

Electrical Supply Testing was performed in accordance with Section 4.1.2.4 of Volume | of the VVSG.
This test was performed to ensure that the DS200 will continue to provide the capability for any voter who
is voting at the time of a failure of the main power supply external to the voting system to complete the
casting of a ballot. Additionally, it is required that the voting system perform a successful shutdown
without loss or degradation of the voting and audit data, and allow voters to resume voting once the voting
system has reverted to back-up power.

To perform the test, the EUT was configured as for normal operation. The EUT was then operated as
designed for fifteen minutes prior to the removal of the AC input power. Once AC power was interrupted,
the DS200 was continuously operated for a minimum period of two hours until backup power was
exhausted. Following the exhaustion of backup power, the AC power was restored and the system was
operated for an additional fifteen minutes.

Summary Findings

The DS200 successfully completed the requirements of the Electrical Supply Test.
Maintainability

Maintainability Testing was performed in accordance with Section 4.7.2 of Volume Il of the VVSG. This
test was performed to evaluate the ease with which preventive and corrective maintenance actions can be
performed based on the design characteristics of equipment and software and the processes the vendor and
election officials have in place for preventing failures and for reacting to failures. It includes the ability of
equipment and software to self-diagnose problems and make non-technical election workers aware of a
problem and addresses all scheduled and unscheduled events which are performed to determine operational
status and make component adjustments or repairs. The DS200 was evaluated with the appropriate vendor
documentation, and maintainability was determined based on the presence of specific physical attributes
that aid system maintenance activities, and the ease with which system maintenance tasks were able to be
performed.

Summary Findings

The DS200 successfully completed the requirements of the Maintainability Test.

System Level Testing

System Level Testing was performed to evaluate the integrated operation of the voting system hardware
and software. The suite of tests that comprise the System level Testing includes: System Integration Test,

Security Test, Usability and Accessibility Tests, Data Accuracy, as well as the Physical and Functional
Configuration Audits.

(The remainder of this page intentionally left blank)
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4.0

4.5

451

45.2

TEST PROCEDURES AND RESULTS (Continued)
System Level Testing (Continued)
System Integration Test

An overview of the suite of tests performed during System Level Testing is provided in the following
paragraphs, along with the summary findings of each test.

System Integration Testing was performed to test all system hardware, software, and peripherals. System
Integration Testing focused on the complete system including all proprietary software, proprietary
hardware, proprietary peripherals, COTS software, COTS hardware, and COTS peripherals configured as a
precinct count unit as described in the ES&S-submitted TDP for the EVS 5.0.1.0 Voting System. To
perform the System Integration Testing, Wyle Laboratories developed specific procedures and test cases
designed to test the system as a whole. These procedures demonstrated compliance of the EVS 5.0.1.0
Voting System, to Sections 2, 3, 4, 5, and 6 of Volume | of the VVSG.

The six election definitions exercised during the System Integration Testing are listed below:

* GEN-01
* GEN-02
* GEN-03
* PRIM-01
* PRIM-02
* PRIM-03

Summary Findings

Through System Integration Testing, it was demonstrated that the system performed as documented with all
components performing their intended functions.

Security

EVS 5.0.1.0 was subjected to Security Testing in accordance with the requirements of Section 7.0 of
Volume I and Section 6.4 of Volume Il of the VVSG. The purpose of the Security Test was to verify that
the modifications to the EVS 5.0.1.0 did not compromise the security of the DS200 or the ballot box. All
other previously certified components of the EVS 5.0.1.0 system were unmodified and therefore accepted
for the current test campaign.

Summary Findings

The security tie straps/tamper evident seals and their documented installation were analyzed and found to
be adequate. Wyle has determined the EVS 5.0.1.0 Voting System to be compliant with the security
requirements of the EAC 2005 VVSG.

(The remainder of this page intentionally left blank)
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4.0

4.5

453

TEST PROCEDURES AND RESULTS (Continued)
System Level Testing (Continued)
Accuracy Test

Per the VVSG Vol. Il Section 4.7.1.1, “As indicated in Volume I, Section 4, data accuracy is defined in
terms of ballot position error rate.” This rate applies to the voting functions and supporting equipment that
capture, record, store, consolidate, and report the selections (or absence thereof) made by the voter for each
ballot position. To meet the requirements of this test, the voting system must be subjected to the casting of
a large number of ballots to verify vote recording accuracy, i.e. at least 1,549,703 ballot positions correctly
read and recorded. Wyle determined the DS200 (versions 1.2.3, and 1.3) required an accuracy test based on
the software/hardware changes made to each of the components.

Table 4-2 shows the breakdown of how many ballots of the specified ballot size were scanned during the
accuracy test.

Table 4-2 EVS 5.0.1.0 Accuracy Test DS200

Ballot | No.of | No.Vendor No. No. Ballot No. of No. of times Total
Size Ballots | Pre-printed Hand Positions Machines | Voted per Ballot
Marked per Ballot in Test Machine Positions
11 inch 100 30 70 392 3 2 235,200
14 inch 100 30 70 512 3 2 307,200
17 inch 100 30 70 640 3 2 384,000
19 inch 100 30 70 720 3 3 648,000
Total 400 120 280 N/A 3 N/A 1,574,400

Summary Findings

The DS200 successfully met the requirements of the Data Accuracy Test by scanning and processing at
least 1,549,703 ballot positions. No anomalies were noted during the performance of the Accuracy test.

(The remainder of this page intentionally left blank)
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4.0

4.5
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TEST PROCEDURES AND RESULTS (Continued)
System Level Testing (Continued)
Physical Configuration Audit

A Physical Configuration Audit (PCA) of the EVS 5.0.1.0 Voting System was performed in accordance
with Section 6.6 of Volume Il of the VVSG. The PCA compares the voting system components submitted
for certification with the vendor’s technical documentation and confirms that the documentation submitted
meets the requirements of the Guidelines. The PCA included the following activities:

e Establishing a configuration baseline of software and hardware to be tested; confirm whether
manufacturer’s documentation is sufficient for the user to install, validate, operate, and maintain the
voting system,

o Verifying software conforms to the manufacturer’s specifications; inspect all records of manufacturer’s
release control system; if changes have been made to the baseline version, verify manufacturer’s
engineering and test data are for the software version submitted for certification,

e Reviewing drawings, specifications, technical data, and test data associated with system hardware, and
to establish system baseline,

¢ Reviewing manufacturer’s documents of user acceptance test procedures and data against system’s
functional specifications; resolve any discrepancy or inadequacy in manufacturer’s plan or data prior to
beginning system integration functional and performance tests,

e Subsequent changes to baseline software configuration made during testing, as well as system hardware
changes that may produce a change in software operation are subject to re-examination

The PCA performed on the EVS 5.0.1.0 Voting System consisted of inspecting the DS200
firmware/software and the TDP used in the EVS 5.0.1.0 Voting System for DS200 hardware revision 1.2.3.
The PCA for DS200 hardware revision 1.3 was performed during the FL EVS 4.5.0.0 test campaign.
Please refer to Appendix C (FL EVS 4.5.0.0 Hardware Test Report T71013.01-01) for additional
information.

Summary Findings

A limited PCA was performed to baseline the system’s hardware and software components that were used
during the test campaign. Only the modifications to the system were examined. No discrepancies were
noted during the PCA.
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45.6

TEST PROCEDURES AND RESULTS (Continued)
System Level Testing (Continued)
Functional Configuration Audit

An abbreviated Functional Configuration Audit (FCA) was performed on the ES&S EVS 5.0.1.0 Voting
System in accordance with Section 6.7 of Volume Il of the VVSG. The purpose of the FCA was to verify
the modifications to the DS200 and the EMS performed as documented in the ES&S-supplied technical
documentation and validate that the modifications meet the requirements of the EAC 2005 VVSG.

To perform the FCA, the EVS 5.0.1.0 Voting System was subjected to a series of tests to test all
modifications to the certified system and retest areas that may have been affected by the modification to
ensure that those areas continued to function properly. The modification included:

Functional change to update print results report candidates in rotation order to match ballot layout.
Print scanner board hardware type on tape

Implemented the use of the 8-bit “Scanner ID” field to report the scanner board firmware
Integrated ability to read and report Power Management Board firmware version

Report motherboard version on configuration report and in log

Testing was performed on the DS200 for hardware Version 1.2.3 (ECO 1281) to verify the modifications
functioned properly.

Testing was also performed on the DS850 for the Datawin COTS firmware updates to verify the
modifications functioned properly.

Summary Findings

A Functional Configuration Audit of the DS200, DS850, and the EMS was performed to verify that the
modification and added functionality operated as described in the system’s technical documentation. The
voting system successfully met the requirements of the 2005 VVSG.

Usability and Accessibility

The EVS 5.0.1.0 Voting System was subjected to Usability and Accessibility Tests in accordance with
Volume 1, Section 3 of the EAC 2005 VVSG. The purpose of this testing was to assess the modified
DS200 conforms to the usability and accessibility requirements in the EAC 2005 VVSG. Conformance to
these requirements should result in quality interaction between the voter and the voting system and the
effectiveness with which the system provides a comfortable and efficient voting session that provides
confidence to the voter that their votes are cast correctly.

The Usability and Accessibility requirements set forth by the VVSG and the Help America Vote Act
(HAVA) ensure that all eligible voters are provided the ability to vote without discrimination regardless of
any disabilities. As stated in the VVSG, to meet the requirements of the Usability and Accessibility Test,
the voting system shall: conform to the specified usability requirements of Volume I, Section 3.1; provide
the capabilities required by Volume I, Section 3.2; and operate consistently with vendor specifications and
documentation.
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4.6

TEST PROCEDURES AND RESULTS (Continued)
System Level Testing (Continued)
Usability and Accessibility (Continued)

Summary Findings

The DS200 successfully completed the requirements of the Usability and Accessibility Test.

Quality Assurance and Configuration Management

A limited QA/CM review was performed on all applicable system components to verify that the submitted
modifications follow ES&S documented QA/CM process. This review concentrated on Functional
Configuration Audit, Configuration Identification, Release Process and Quality Conformance Inspection as
these are the areas impacted by modifications.

Summary Findings

EVS 5.0.1.0 successfully met the requirements of the Quality Assurance and Configuration Management
review.

Anomalies and Resolutions

A total of two Notices of Anomaly were issued throughout the test campaign upon occurrence of a verified
failure, an unexpected test result, or any significant unsatisfactory condition. All anomalies encountered
during testing were successfully resolved and retested without error prior to test completion. The Notices
of Anomaly generated during testing are presented in their entirety in Appendix C and are summarized
below along with their resolution.

Notice of Anomaly No. 1: TDP Review

Review of the submitted documentation revealed discrepancies between the TDP and the EAC 2005 VVSG
requirements. Each noted discrepancy was documented in detail in the Wyle Laboratories generated TDP
issues matrix that is on file as raw data.

Resolution to Anomaly No. 1:

EVS 5.0.1.0 is a Modification of a previously certified system. As such the TDP was only reviewed where
modified or where impacted by system modification. ES&S corrected each nonconformance observation
and resubmitted the associated documents for review. This process continued until the TDP complied with
all applicable requirements.

Notice of Anomaly No. 2: Source Code Review
Review of the submitted source code comprising the EVS 5.0.1.0 Voting System revealed deviations from
the 2005 VVSG.

Resolution to Anomaly No. 2:

Upon completion of the review for each source code submission, a technical summary report of all
identified standards violations was sent to ES&S for resolution. ES&S then corrected the reported
discrepancies and re-submitted the source code for re-review. All discrepancies were resolved by ES&S
before the conclusion of the test campaign.
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TEST PROCEDURES AND RESULTS (Continued)
System Level Testing (Continued)
Recommendation for Certification

Wyle Laboratories concludes that EVS 5.0.1.0, submitted by ES&S, meets all applicable requirements for
certification as set forth in the Election Assistance Commission (EAC) 2005 Voluntary Voting Systems
Guidelines, Version 1.0, as well as passes all additional tests performed at Wyle Laboratories’ discretion.
As such, Wyle Laboratories recommends that the EAC grant the ES&S EVS 5.0.1.0, certification to the
VVSG.

This test report is valid only for the system identified in Section 2.0 of this report. Any changes, revisions,
or corrections made to the system after this evaluation shall be submitted to the EAC to determine if the
modified system requires a new application, or can be submitted as a modified system. The scope of
testing required will be determined based upon the degree of modification.

Due to the varying requirements of individual jurisdictions, it is recommended by the EAC 2005

VVSG that local jurisdictions perform pre-election logic and accuracy tests on all systems prior to
their use in an election within their jurisdiction.

(The remainder of this page intentionally left blank)
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Photograph No. 1
ES&S EVS 5.0.1.0 Functional Test Setup

Photograph No. 2
ES&S EVS 5.0.1.0 Accuracy Test Setup
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Photograph No. 3
ES&S EVS 5.0.1.0 System Integration Test Setup

Photograph No. 4
ES&S EVS 5.0.1.0 System Integration Test Setup
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Photograph No. 5
ES&S EVS 5.0.1.0 System Integration Test Setup

Photograph No. 6
ES&S EVS 5.0.1.0 System Integration Test Setup
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Photograph No. 7
ES&S EVS 5.0.1.0 System Integration Test Setup

Photograph No. 8
ES&S EVS 5.0.1.0 Electrical Supply Test
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1.1

1.2

1.3.

1.4

INTRODUCTION
Scope

This report documents the test procedures followed and the results obtained from the Environmental and
Electrical Testing performed on the Florida Election Voting System (FL EVS) 4.5.0.0 for Election Systems &
Software (ES&S). Upon receipt by Wyle Laboratories, the systems were inspected and subjected to a Physical
Configuration Audit (PCA). All testing was performed at Wyle Laboratories” Huntsville, Alabama, Test
Facility.

Objective

The ES&S FL EVS 4.5.0.0 Voting System was tested in reference to the United States Federal Election

Commission (FEC) 2002 Voting System Standards (VSS) and all applicable EAC 2005 Voluntary Voting
Systems Guidelines (VVSG).

Test Report Overview

This test report consists of four main sections and attachments:

¢ 1.0 Introduction — Provides the architecture of the National Certification Test Report (hereafter referred to
as Test Report); a brief overview of the testing scope of the Test Report; a list of documentation, customer
information. and references applicable to the voting system hardware, software, and this test report.

e 2.0 System Identification and Overview — Provides information about the equipment tested.

e 3.0 Test Background — Contains information about the certification test process and a list of terms and
nomenclature pertinent to the Test Report and system tested.

e 4.0 Test Procedures and Results — Provides a summary of the results of the testing process.

e Attachments — Information supporting reviews and testing of the voting system are included as
attachments to this report.

Customer
Election Systems & Software, LLC

11208 John Galt Boulevard
Omaha, NE 68137

(The remainder of this page intentionally left blank)
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2.0

21

22

221

SYSTEM IDENTIFICATION AND OVERVIEW
System Overview

The ES&S FL EVS 4.5.0.0 Voting System is a new system that contains a newly configured DS200 hardware
version 1.3. The new DS200 tabulator configuration consists of a new mother board, scanner board,
redesigned transport path. and a removable battery access panel. Based on the upgrades and modifications to
the DS200 a full hardware testing suite was performed at Wyle. For the ES&S FL EVS 4.5.0.0 Voting System,
Wyle subjected the DS200 to: non-operating environmental tests, operating environmental tests and
Electromagnetic Compatibility (EMC) tests. The ElectionWare EMS was only utilized to generate election
media and verify results. Wyle only documented the configuration used during testing conducted at Wyle.

System Identification

The materials required for testing of the ES&S FL EVS 4.5.0.0 Voting System included software, hardware,
test materials, and deliverable materials shipped directly to Wyle by ES&S. The materials documented in the
following sections are the materials used during Wyles testing of only the DS200 and the interface with the
EMS.

Hardware

This subsection categorizes the equipment the manufacturer submitted for testing and is listed in Table 2-1.
Each test element is included in the list of the equipment required for testing of that element, including system
hardware, general purpose data processing and communications equipment, and any required test
instrumentation.

Table 2-1 ES&S FL EVS 4.5.0.0 Test Equipment

Equipment Description Serial Numbers
DS200 ‘ o DSOB]SBSDOU(_S (ENV)
(Hardwsre Révision 13) Precinct Count Digital Scanner DSC_B]SBSDQI_IJ (ENV)
) DS0313350009 (EMI)
Ballot Box Plastic Ballot Box/Plastic Transport Case T71013-BB-002
Ballot Box Hard Vinyl Transport Case T71013-BB-003
Ballot Box Metal Box with Electromechanical Diverter T71013-BB-001

CPU: Intel Core 15-2540M 2.60Ghz
Ca e HDD: 250 G%ENE;:';%EFUU?-QZ\H 4c SHCMISL
O8: Windows 7 Professional SP1 — 64 bit
Approved Manufacturer List:
Kingston
SanDisk
Delkin
Approved Capacity List:
512MB
1GB
2GB
4GB
8GB
Approved Manufacturer List:
Compact Flash Card/ Delkin
CF Card Approved Capacity List:
1GB
*Wyle uniquely labels each media device with the information (clection, results, test utilized for) loaded on the
device.

Transport Media/
Memory Device/
USB Flash Drive

Wryle-assigned: TM-XXX*

Wyle-assigned: CF-XXX*
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2.0
22

222

2.3

2.4

SYSTEM IDENTIFICATION AND OVERVIEW (Continued)

System Identification (Continued)

Software

The software evaluated was limited to ElectionWare, Election Reporting Manager (ERM), and the firmware
build for the DS200. Only the changes incorporated since the EVS 3.0.0.0 test campaign were evaluated by
Wyle. Wyle utilized an EMS setup with new versions of ElectionWare and ERM to load election information
onto transport media. Wyle did not test the EMS for any other functionality.

Table 2-2 Software Required for Testing

Software Identification Version
DS200 Firmware 2.11.0.01
15200 Scanner Board Firmware 3.0.0.0b
DS200 Power Management Board 1.2.10.0a

Test Support Materials

This subsection enumerates any and all test materials needed to perform voting system testing. The scope of
testing determines the quantity of a specific material required.

The following test materials were required to support the ES&S FL EVS 4.5.0.0 test campaign:

Table 2-3 Test Support Equipment

Test Material Quantity
Paper Rolls 25 rolls total
Pre Printed Ballots 1,200 total (14" size)

Vendor Technical Data Package

The Technical Data Package (TDP) contains information about requirements. design, configuration
management, quality assurance, and system operations. A scaled version of the TDP was submitted for this
campaign due to only Hardware Testing being performed. The table below provides the TDP documents
submitted and reviewed for the ES&S FL EVS 4.5.0.0 campaign.

Table 2-5 ES&S FL EVS 4.5.0.0 Voting System TDP

ES&S FL EVS 4.5.0.0 TDP Documents Version | Doc Document Code
No.

System Hardware Specification

System Hardware Specification — DS200 | 1.0 | 03-01 I DS200HW M _SPC 0313 HWSpec

System Test'Verification Specification

System Operations Procedures — DS200 1.0 07-06 | FLEVS4500 SOP DS200
System Maintenance Manuals

System Maintenance Manual — DS200 [ 10 [ 0801 |  FLEVS4500 SMM DS200
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3.0

31

32

33

TEST BACKGROUND

Wyle Laboratories is an independent testing laboratory for systems and components under harsh environments,
including dynamic and climatic extremes as well as the testing of electronic voting systems. Wyle holds the
following accreditations:

e IS0O-9001:2000

e NVLAP Accredited ISO 17025:2005

e EAC Accredited VSTL. NIST 150,150-22

e  AZLA Accredited (Certification No.’s 845.01, 845.02, and 845.03)
e FCC Approved Contractor Test Site (Part 15, 18, 68)

General Information about the Test Process

All testing performed as part of the test effort was performed at the Wyle Labs Huntsville, AL facility.
Conformance testing was limited to the ES&S FLL EVS 4.5.0.0 Voting System component previously
identified in this report.

All hardware used during testing for this test campaign was configured ““As Used” for voting. Each tabulator
was placed on a ballot box and loaded with the proper firmware. The ES&S FL EVS 4.5.0.0 EMS suite was
loaded on a COTS PC. All media used during testing was loaded from this EMS PC., All hardware used to
build the DS200 firmware was configured by Wyle.

Wyle Quality Assurance

All work performed on this program was in accordance with Wyle Laboratories” Quality Assurance Program
and Wyle Laboratories” Quality Program Manual, which conforms to the applicable portions of International
Standard Organization (ISO) Guide 17025.

The Wyle Laboratories, Huntsville Facility, Quality Management System is registered in compliance with the
ISO-9001 International Quality Standard. Registration has been completed by Quality Management Institute
(QMI), a Division of Canadian Standards Association (CSA).

Test Equipment and Instrumentation

All instrumentation, measuring, and test equipment used in the performance of this test program was calibrated
in accordance with Wyle Laboratories' Quality Assurance Program. which complies with the requirements of
ANSI/NCSL 2540-1, ISO 10012-1, and ISO/IEC 17025. Standards used in performing all calibrations are
traceable to the National Institute of Standards and Technology (NIST) by report number and date. When no
national standards exist, the standards are traceable to international standards, or the basis for calibration is
otherwise documented.

(The remainder of this page intentionally left blank)
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3.0

3.4

TEST BACKGROUND (Continued)

Terms and Abbreviations

Table 3-1 in this subsection defines all terms and abbreviations applicable to this Test Report.

Table 3-1 Terms and Abbreviations

Term Abbreviation Definition

Americans with Disabilities ADA ADA is a wide-ranging civil rights law that prohibits, under certain

Act of 1990 circumstances, discrimination based on disability

Configuration Management CM —

Commercial Off the Shelf COTS Commercial, readily available hardware or software

Direct Record Electronic DRE —
Commission created per the Help America Vote Act of 2002,

United States Election = assigned the responsibility for setting voting system standards and

3 s EAC e p L g ;

Assistance Commission providing for the voluntary testing and certification of voting
systems.

Election Management System EMS —

Equipment Under Test EUT -

Help America Vote Act HAVA Act created by United States Congress in 2002,
Government organization created to promote U.S, innovation and

National Institute of Standards NIS industrial competitiveness by advancing measurement science,

NIST s % : : 5

and Technology standards, and technology in ways that enhances economic security
and improves our quality of life.
Review by accredited test laboratory to compare voting system
components submitted for certification testing to the manufacturer’s

) . R . technical documentation, and confirmation the documentation meets

Physical Configuration Audit PeA national certification requirements. A witnessed buwld of the
executable system is performed to ensure the certified release is built
from tested components.

Quality Assurance QA -

Technical Data Package TDP T\-Iat}ut‘aqhﬂ*er docmnentatitzn related to the voting system required to
be submitted as a precondition of certification testing.

Vitine System Standards Vs Published by the FEC, second iteration of national level voting

system standards.

Voluntary Voting System
Guidelines

2005 VVSG

Published by the EAC, the third iteration of national level voting
system standards.

Wyle Operating Procedure

WOP

Wyle Test Method or Test Procedure
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4.0

4.1

4.2

4.3

TEST FINDINGS AND RECOMMENDATIONS

The ES&S FL EVS 4.5.0.0 Voting System component, as listed in Section 2.0, were subjected to the tests
described in Section 3.2 of this report. The results of those tests are summarized in the sections below. All
hard copy data generated by the performance of these tests is retained by Wyle as raw data.

System Level Baseline

A System Level Baseline was performed to evaluate the system being submitted for testing in comparison to
the system TDP. A Physical Configuration Audit was performed on the ES&S FL EVS 4.5.0.0 submitted for
Hardware Testing.

Physical Configuration Audit

A focused Physical Configuration Audit (PCA) of the ES&S FL. EVS 4.5.0.0 Voting System was performed in
accordance with Section 6.6 of Volume II of the VVSG. The PCA compares the voting system components
submitted for certification with the vendor’s technical documentation and confirms that the documentation
submitted meets the requirements of the Guidelines. The purpose of the PCA is to: establish a configuration
bascline (both hardware and software) of the system to be tested: verify that the reviewed source code
conforms to the vendor’s specification; and assess the adequacy of user acceptance test procedures and data.

The PCA performed on the ES&S FL EVS 4.5.0.0 Voting System consisted of inspecting the DS200 scanner,
firmware/software, and the TDP used in the ES&S FL EVS 4.5.0.0 Voting System.

Summary Findings: A focused PCA was performed to baseline the system’s hardware and software
components prior to commencement of the test campaign. No discrepancies were noted during the PCA.

Technical Data Package Review

The ES&S FL EVS 4.5.0.0 Voting System Technical Data Package (TDP) was not reviewed to the 20035
VVSG. The supplied TDP documents were only utilized as reference material for EUT configuration and test
set-up.

Summary Findings: TDP was not performed.
Hardware Testing

Hardware testing included: the inspection and evaluation of voting system documentation: tests of voting
system under conditions simulating the intended storage, operation, and transportation; and operational tests
verifying system performance and function under normal and abnormal conditions. Hardware testing was
limited to the ES&S FL EVS 4.5.0.0 Voting System. Hardware Testing Data can be located in Attachments A
- G of this document for additional information

The DS200 was subjected to hardware tests as summarized in Table 4-1.

Table 4-1 Test Program Requirements

REPORT VVSG VOL. I VVSG VOL. II ;

SECTION SECTION SECTION ESE DESC RIETION
4.5.1 N/A 4.6.4 Low Temperature Test
4.5.1 N/A 4.6.5 High Temperature Test
4.5.1 N/A 4.6.3 Vibration Test
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4.0

4.3

4.4

4.4.1

TEST FINDINGS AND RECOMMENDATIONS (Continued)
Hardware Testing (Continued)

Table 4-1 Test Program Requirements (Continued)

REPORT VVSG VOL. I VVSG VOL. 11 —
SECTION SECTION SECTION _ JEbRsrRION
4.5.1 N/A 4.6.2 Bench Handling Test
4.5.1 N/A 4.6.6 Humidity Test
4.5.2 N/A 4.7.1 Temperature/Power Variation Test
4.6.1 4.1.2.5 4.8A Electrical Power Disturbance Test
4.6.2 4.1.2.9 4.8B Electromagnetic Radiation Test
4.6.3 4.1.2.8 4.8C Electrostatic Disruption Test
4.6.4 4.1.2.10 4.8D Electromagnetic Susceptibility Test
4.6.5 4.1.2.6 (a) 4.8E Electrical Fast Transient Test
4.6.6 4.1.2.7 (a) (b) 4.8F Lightning Surge Test
4.6.7 4.1.2.11 (a) 4.8G Conducted RF Immunity Test
4.6.8 4.1.2.12 4.8H Magnetic Fields Immunity Test
4.6.9 438 N/A Product Safety Review, UL60950-1

Environmental Tests

Environmental tests were performed to ensure that the EUT and associated machine resident firmware were in
compliance with the VVSG.

During test performance, the EUT was configured as it would be for use in an election precinct.

Non-Operating Environmental Tests

The EUT was subjected to various Non-Operating Environmental Tests. Prior to and immediately following
each test environment, the EUT was powered on and subjected to operability functional checks to verify
continued proper operation. The EUT was not powered on during the performance of any of the non-operating
tests.

Low Tem perature Test

The EUT was subjected to a Low Temperature Test in accordance with section 4.6.4 of Volume II of the
VVSG. The purpose of this test is to simulate stresses associated with the storage of voting machines and
ballot counters. This test is equivalent to the procedure of MIL-STD-810D. Method 502.2, Procedure I-
Storage, with a minimum temperature of -4°F.

Prior to test initiation, the EUT was subjected to a baseline operability checkout to verify system readiness.
The EUT was then placed in an environmental test chamber and the chamber temperature was lowered to -4°F
and allowed to stabilize. Upon temperature stabilization, the temperature was maintained for an additional four
hours. The temperature was then returned to standard laboratory ambient conditions at a rate not exceeding
10°F per minute.

During the Low Temperature Test there was one anomaly encountered (reference Notice of Anomaly No. 7 in
Attachment A for further reference). This anomaly required testing to be repeated.
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4.0

4.4.1

TEST FINDINGS AND RECOMMENDATIONS (Continued)

Non-Operating Environmental Tests (Continued)

Upon completion of the second attempt the EUT was removed from the chamber and inspected for any
obvious signs of degradation and/or damage. None were observed. The EUT was successfully subjected to a
post-test operability checkout.

The EUT successfully completed the requirements of the Low Temperature Test. The Test Data Sheet,
Photographs, and Instrumentation Equipment Sheet are contained in Attachments B, C, and G of this report.

High Temperature Test

The EUT was subjected to a High Temperature Test in accordance with section 4.6.5 of Volume II of the
VVSG. The purpose of this test is to simulate stresses associated with the storage of voting machines and
ballot counters. This test is equivalent to the procedure of MIL-STD-810D. Method 3501.2,
Procedure I-Storage, with a maximum temperature of 140°F.

Prior to test initiation, the EUT was subjected to a baseline operability checkout to verifv system readiness.
The EUT was then placed in an environmental test chamber and the chamber temperature was raised to 140°F
and allowed to stabilize. Upon temperature stabilization, the temperature was maintained for an additional four
hours. The temperature was then returned to standard laboratory ambient conditions at a rate not exceeding
10°F per minute.

The EUT was removed from the chamber and inspected for any obvious signs of degradation and/or damage.
None were observed. The EUT was successfully subjected to a post-test operability checkout.

The EUT successfully completed the requirements of the High Temperature Test. The Test Data Sheet,
Photographs, and Instrumentation Equipment Sheet are contained in Attachments B, C, and G of this report.

Vibration Test

The EUT was subjected to a Vibration Test in accordance with section 4.6.3 of Volume II of the VVSG. The
purpose of this test is to simulate stresses faced during transport of voting machines and ballot counters
between storage locations and polling places. This test is equivalent to the procedure of MIL- STD-810D,
Method 514.3, Category 1- Basic Transportation, Common Carrier.

Prior to test initiation, the EUT was subjected to a baseline operability checkout to verify system readiness.
Upon completion, the EUT was secured to an electro dynamics shaker. One control accelerometer was affixed
to the shaker table. The EUT was subjected to the Basic Transportation, Common Carrier profile as depicted in
Mil-Std-810D, Method 514.3, Category I, with a frequency range from 10 to 500 Hz and an overall rms level
of 1.04, 0.74, and 0.20 G for durations of 30 minutes in each orthogonal axis.

The DS200 successfully completed the requirements of the Vibration Test. The Test Data Sheet, Photographs,
and Instrumentation Equipment Sheet are contained in Attachments B, C, and G of this report.
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4.0

4.4

4.4.1

TEST FINDINGS AND RECOMMENDATIONS (Continued)
Environmental Tests (Continued)

Non-Operating Environmental Tests (Continued)

Bench Handling Test

The EUT was subjected to a Bench Handling Test in accordance with section 4.6.2 of Volume II of the VVSG.
The purpose of this test is to simulate stresses faced during maintenance and repair of voting machines and
ballot counters. This test is equivalent to the procedure of MIL-STD-810D, Method 516.3, Procedure VI.

Prior to performance of the test, the EUT was subjected to a baseline operability checkout. Following the
checkout, each edge of the base of the machine was raised to a height of four inches above the surface and
allowed to drop freely. This was performed six times per edge, for a total of 24 drops.

Upon test completion, the EUT was inspected for any obvious signs of degradation and/or damage. None were
observed. The EUT was subjected to a post-test operability checkout and continued operability verified.

The EUT successfully completed the requirements of the Bench Handling Test. The Test Data Sheet,
Photographs, and Instrumentation Equipment Sheet are contained in Attachments B. C, and G of this report.

Humidity Test

The EUT was subjected to a Humidity Test in accordance with section 4.6.6 of Volume IT of the VVSG. The
purpose of the test was to simulate stresses encountered during storage of voting machines and ballot counters.
This test is similar to the procedure of MIL-STD-810D, Methed 507.2, Procedure [-Natural Hot-Humid.

The EUT was subjected to a baseline operability checkout to verify system readiness. Upon completion, the
EUT was placed in an environmental test chamber and was subjected to a 10-day humidity cyele in accordance
with the 24-hour cycle values as shown in Table 4-2.

Upon test completion, the EUT was inspected for any obvious signs of degradation and/or damage. The DS200
successfully completed the requirements of the Humidity Test. The Test Data Sheet, Photographs, and
Instrumentation Equipment Sheet are contained in Attachments B. C, and G of this report.

Table 4-2 Humidity Test Cycle Values

Hot-Humid (Cycle 1) Hot-Humid (Cycle 1)

Time Temperature RH Time Temperature RH
“F °C % °F °C %o

0000 88 31 88 1200 104 40 62
0100 88 31 88 1300 105 41 39
0200 88 31 88 1400 105 41 39
0300 88 31 88 1500 105 41 39
0400 88 3 88 1600 105 41 59
0500 83 31 88 1700 102 39 65
0600 90 32 85 1800 99 37 69
0700 93 34 80 1900 97 36 73
0800 96 36 76 2000 94 34 76
0900 98 37 73 2100 97 33 85
1000 100 38 69 2200 90 32 85
1100 102 39 63 2300 89 32 88
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4.0

4.4

4.4.2

TEST FINDINGS AND RECOMMENDATIONS (Continued)
Environmental Tests

Operating Environmental Tests

Temperature/Power Variation Test

The DS200 was subjected to a Temperature and Power Variation Test in accordance with section 4.7.1 of
Volume II of the VVSG. The purpose of this test was to evaluate system operation under various
environmental conditions. The cumulative duration of at least 163 hours was achieved by utilizing three units
for a period of 64 hours based on the (EAC RFI 2008-01), with 48 hours in the environmental test chamber.
For the remaining hours, the equipment was operated at room temperature. This test is similar to the low
temperature and high temperature tests of MIL-STD-810-D. Method 502.2 and Method 501.2.

To perform the test, the EUTs were placed inside an environmental walk-in test chamber and connected to a
variable voltage power source. The temperature inside the chamber and the voltage supplied to the hardware
varied from 50°F to 95°F and from 105 VAC fo 129 VAC (as depicted in Figures 4-1 through 4-4). During
test performance, the operational functions were continuously exercised by the scanning of ballots. A
minimum of 100 ballots per hour were scanned.

48-Hour Operational

n
| 117 VAC
|

17 vAC 105 YAC 128 YAC

Temp (F)

Time (Hrs)

Figure 4-1 Temperature/Power Variation Profile Hours 0-12
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4.0

4.4.2

TEST FINDINGS AND RECOMMENDATIONS (Continued)

Operating Environmental Tests (Continued)
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Figure 4-2 Temperature/Power Variation Profile Hours 12-24
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Figure 4-3 Temperature/Power Variation Profile Hours 24-36
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4.0

TEST FINDINGS AND RECOMMENDATIONS (Continued)

4.4.2 Operating Environmental Tests (Continued)
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Summary Findings

The DS200 successfully completed the requirements of the Temperature/Power Variation Test on the first
attempt without issue.

Electrical Tests

Electrical tests were performed to ensure that the EUT and associated machine resident firmware were in
compliance with the VVSG.

Figure 4-4 Temperature/Power Variation Profile Hours 36-48

During test performance, the EUT was configured as it would be for use in an election precincet.

The EUT was subjected to various electrical tests to ensure continued system operation and reliability in the
presence of abnormal electrical events. The EUT was powered and actively counting ballots during all
clectrical tests. Prior to and immediately following cach clectrical test, an operational status check was
performed. The Test Data Sheets, Photographs, and Instrumentation Equipment Sheets are contained in

Attachments B, D, and G of this report.
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4.0

451

TEST FINDINGS AND RECOMMENDATIONS (Continued)
Electrical Power Disturbance

Electrical Power Disturbance testing was performed in accordance with sections 4.1.2.5 of Volume I and 4.8
of Volume II of the VVSG. This testing was performed to ensure that the EUT was able to withstand electrical
power line disturbances (dips/surges) without disruption of normal operation or loss of data.

The EUT was configured to run in an automated ballot count test mode, where continual ballot processing
would occur during the testing. and subjected to the voltage dips and surges over periods ranging from 20ms to
four hours.

The EUT successfully met the requirements of the Electrical Power Disturbance Test. The Test Data Sheet,
Photographs, and Instrumentation Equipment Sheet are contained in Attachments B, D, and G of this report.

Electromagnetic Radiation Test (FCC Part 15 Emissions)

Electromagnetic Radiation emissions measurements were performed in accordance with sections 4.1.2.9 of
Volume I and 4.8 of Volume II of the VVSG. This testing was performed to ensure that emissions emanating
from the unit do not exceed the limits of 47 CFR Part 15, Subpart B, Class B Limits.

The EUT was configured to run in an automated ballot count test mode, where continual ballot processing
would occur during the testing. The DS200 was subjected to the test requirements detailed in Table 4-3.

Table 4-3 Conducted and Radiated Emissions Requirements

Conducted Emissions Radiated Emissions
Limits
Frequency Range (d;'l:‘]::\;) Frequency Range 3 Meter Test Limit
(MHz) = (MHz) (dBpV)
Quasi-peak Average

0.15 to 0.50 66 to 56 36 to 46 3010 88 40.0
0.50 10 5.0 56 46 88 to 216 43.5
5.0 to 30.0 60 50 216 to 960 46.0

960 to 1000 54.0

Testing was performed at the Wyle Laboratories” Open Air Test Site 2 (OATS-2) located on the Intergraph
Complex in Huntsville, AL. The OATS-2 is fully described in reports provided to the Federal Communication
Commission (FCC) (FCC Reference 98597). The site was tested and complies with the requirements of ANSI
C63.4-2003.

To perform the Conducted Emissions portion of the test, the DS200 was set up as depicted in Figure 4-3.

(The remainder of this page intentionally left blank)
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4.0 TEST FINDINGS AND RECOMMENDATIONS (Continued)

4.5.2 Electromagnetic Radiation Test (FCC Part 15 Emissions) (Continued)

Test Receiver
and Computsr

%EUT | i

| LISN f—
£
3 1A
o VT
Bonded to Horizontal .| Worizontal Reference
Ground Plane Ground Plane

Figure 4-5 Conducted Emissions Test Setup
The DS200 was then subjected to the following test procedure:

1. The DS200 was placed on a non-metallic table 0.8 meters above the turntable and reference ground plane
at the Open-Area Test Site.

2. The DS200 AC/DC Power Adapter was connected to the power mains through a Line Impedance
Stabilization Network (L.I.S.N.). Other support units were connected to the power mains through another
LIS.N. The L.1.S.Ns provided 50 ohm/50 pH of coupling impedance for the measuring instrument.

3. The DS200 was placed in an active state and monitored for functionality throughout testing.

4. Both Line and Neutral of the power mains connected to the DS200 were checked for maximum conducted
interference.

5. The frequency range from 150 kHz to 30 MHz was evaluated and recorded. Emissions levels below — 20

dB were not recorded.

To perform the Radiated Emissions portion of the test, the DS200 was set up as depicted in Figure 4-6,

(The remainder of this page intentionally left blank)
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TEST FINDINGS AND RECOMMENDATIONS (Continued)

Electromagnetic Radiation Test (FCC Part 15 Emissions) (Continued)

EUT and Antenna Tower
Support X,
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\
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/
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\ Test Receiver and

}\
Ground Plane Suepon Computer

Figure 4-6 Radiated Emissions Test Setup

The DS200 was then subjected to the following test procedure:

1. The DS200 was placed on a non-metallic turn-table 0.8 meters above the reference ground plane at the
Open-Area Test Site.

2. The DS200 was placed 3 meters away from the interference-recerving antenna, which was mounted on a
variable-height antenna tower. The interference-receiving antenna used was a broadband antenna.

3. For cach suspected emissions point, the DS200 was arranged in a worst case configuration. The table was
rotated from 0 to 360 degrees and the antenna height was varied from one (1) to four (4) meters to identify the
maximum reading.

4. All emissions points identified within 20 dB of the specified limit were tested individually using the quasi-
peak method as specified and then reported in the tabular data.

The EUT was found to comply with the required emissions limits. The Test Data Sheet, Photographs, and
Instrumentation Equipment Sheet are contained in Attachments B, D, and G of this report.
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TEST FINDINGS AND RECOMMENDATIONS (Continued)
Electrical Tests (Continued)
Electrostatic Disruption

Electrostatic Disruption testing was performed in accordance with sections 4.1.2.8 of Volume I and 4.8 of
Volume II of the VVSG to ensure that should an electrostatic discharge event occur during equipment setup
and/or ballot counting, that the EUT would continue to operate normally. A momentary interruption is allowed
so long as normal operation is resumed without human intervention or loss of data.

The EUT was configured to run in an automated ballot count test mode, where continual ballot processing
would occur during the testing without operator intervention. The EUT was then subjected to electrostatic
discharges of +/- 8 kV contact and +/- 15 KV air as shown in Table 4-4. Discharges were performed at arcas
typical of those which might be touched during normal operation, including the touch screen, user buttons, and
other likely points of contact. The DS200 was then setup per the following conditions:

1. Power lines and power line returns were configured as required by the system configuration.
2 The EUT was raised approximately 10 cm from the ground using isolated stand-offs.
3 Signal/control test cables were positioned approximately 5 em (2 in.) above the ground.

Table 4-4 Electrostatic Discharge Transients

Requirements
Characteristic Capacitance Resistance Value
Pulse Wave Shape (RC Network) 150 330 pt/ Q
Discharge Types Value

Test Levels Air Gap Direct Contact

+15 +8 KV
Rise Time <1 nanosecond
Pulse Decay Time =30 at 50% height nanosecond
Pulse Repetition =1 per second
Total Injected Pulse at each Test 10 per polarity (+)
Point
Temperature =15 to <35 °C
Relative Humidity =30 to <60 %%

During the ESD Test there was one anomaly encountered (reference Notice of Anomaly No. 8 in Attachment
A for further reference).

During the second attempt the EUT successfully met the requirements of the ESD Test. The Test Data Sheet,
Photographs, and Instrumentation Equipment Sheet are contained in Attachments B, D, and G of this report.
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4.5.6

TEST FINDINGS AND RECOMMENDATIONS (Continued)
Electrical Tests (Continued)
Electromagnetic Susceptibility

During the Susceptibility Test there were three anomalies encountered (reference Notice of Anomaly Nos. 4, 5
and 6 in Attachment A). During the fourth attempt there was no loss of normal operation or loss of data as a
result of the applied electromagnetic fields.

On the fourth attempt the EUT successfully met the requirements of the Electromagnetic Susceptibility Test.
The Test Data Sheet, Photographs. and Instrumentation Equipment Sheet are contained in Attachments B, D,
and G of this report.

Electrical Fast Transients

Electrical Fast Transients (EFT) testing was performed in accordance with sections 4.1.2.6 (a) of Volume I and
4.8 of Volume II of the 2005 VVSG to ensure that, should an electrical fast transient event occur on a power
line, the EUT would continue to operate without disruption of normal operation of loss of data. Section 4.1.2.6
(b) of Volume I is not applicable because there are no O lines greater than three meters.

The EUT was configured to run in an automated ballot count test mode. where continual ballot processing
would occur during the testing without operator intervention. The EUT was then subjected to electrostatic fast
transients of 2 kV applied to its AC power lines. The pulse characteristics are listed in Table 4-5.

Table 4-5 EFT Pulse Characteristics

Pulse Description Requirements Units
Pulse Amplitude +/-2.0 kV peak to peak
Pulse Rise Time 5 +£30% nanoseconds

Pulse Width 50 +30% nanoseconds
Pulse Repetition Rate 100 kHz
Pulse Shape Double exponential N/A
Burst Duration 15 milliseconds
Burst Period 300 milliseconds
Test Duration 60 seconds

There was no loss of normal operation or loss of data as a result of the applied transients. The EUT
successfully met the requirements of the Electrical Fast Transients Test. The Test Data Sheet, Photographs,

and Instrumentation Equipment Sheet are contained in Attachments B, D, and G of this report.

Lightning Surge

Lightning Surge testing was performed in accordance with sections 4.1.2.7 (a), (b) of Volume I and 4.8 of
Volume IT of the 2005 VVSG to ensure that, should a surge event occur on a power line due to a lightning
strike, the EUT will continue to eperate without disruption of normal operation or loss of data. Sections 4.1.2.7
(c), (d), and (e) are not applicable because there are no DC lines greater than 10 meters and no /O lines greater

than 30 meters.
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4.5.7

TEST FINDINGS AND RECOMMENDATIONS (Continued)

Electrical Tests (Continued)

Lightning Surge (Continued)

The EUT was configured to run in an automated ballot count test mode, where continual ballot processing

would occur during the testing. The EUT power input lines were then subjected to lightning surge testing at a
level of 2 kV applied to its AC power line per the surge characteristics listed in Table 4-6.

Table 4-6 Surge Characteristics

. Injection
Cabl Number of si ke
Test ILD. i Interfacing Description 1gna’s
Type Cables Summary
Characteristics
Line (L) to .
Neutral (N) 1 Injection at
Power Input
Line (1) to i Su}ewa\fe: 03
Ground (G) 120 90°, and 270
4 VAC il
Sur t
uree Neutral (N) to 5 S e Tt
Ground () Lines Levels: £2.0 KV
: and
Line (L) & Ring Wave Test
Neutral (N) to 1 Level = +2.0 kV
Ground (G)

During the Lightning Surge Test there were two anomalies encountered (reference Notice of Anomaly Nos. 1
and 2 in Attachment A).

During the third attempt the EUT successfully met the requirements of the Lightning Surge Test. The Test
Data Sheet, Photographs. and Instrumentation Equipment Sheet are contained in Attachments B, D, and G of
this report.

Conducted RF Immunity

Conducted RF Immunity testing was performed in accordance with sections 4.1.2.11 (a) of Volume I and 4.8
of Volume II of the 2005 VVSG. Section 4.1.2.11 (b) of Volume I is not applicable because there are no
signal/control lines greater than three meters. This testing was performed to ensure that the EUT was able to
withstand conducted RF energy onto its power lines without disruption of normal operation or loss of data.
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TEST FINDINGS AND RECOMMENDATIONS (Continued)
Electrical Tests (Continued)
Conducted RF Immunity

The EUT was configured to run in an automated ballot count test mode, where continual ballot processing
would occur during the testing without operator intervention. The EUT was then subjected to conducted RF
energy of 10 V rms applied to its power lines over a frequency range of 150 kHz to 80 MHz.

There was no loss of normal operation or loss of data as a result of the applied conducted RF energy. The
EUT successfully met the requirements of the Conducted RF Immunity Test. The Test Data Sheet,
Photographs, and Instrumentation Equipment Sheet are contained in Attachments B, ID, and G of this report.

Magnetic Fields Immunity

Magnetic Fields Immunity testing was performed in accordance with sections 4.1.2.12 of Volume I and 4.8 of
Volume II of the 2005 VVSG. This testing was performed to ensure that the EUT was able to withstand AC
magnetic fields without disruption of normal operation of loss of data.

The EUT was configured to run in an automated ballot count test mode, where continual ballot processing
would occur during the testing. The EUT was then subjected to AC magnetic fields of 30 A/m at a 60 Hz
power line frequency.

There was no loss of normal operation or loss of data as a result of the applied magnetic field.

The EUT successfully met the requirements of the Magnetic Fields Immunity Test. The Test Data Sheet,
Photographs. and Instrumentation Equipment Sheet are contained in Attachments B. D. and G of this report.

Product Safety Review
The VVSG states that all voting systems shall meet the following requirements for safety:

All voting systems and their compenents shall be designed to eliminate hazards to personnel or to the
equipment itself.

Defects in design and construction that can result in personal injury or equipment damage must be detected
and corrected before voting systems and components are placed into service.

Equipment design for personnel safety shall be equal to or better than the appropriate requirements of the
Occupational Safety and Health Act, Code of Federal Regulations, Title 29, Part 1910.

To satisfy these requirements, the voting system was subjected to a Product Safety Review in accordance with

UL 60950-1, "Safety of Information Technology Equipment".

Attachment F of this report contains the Product Safety Certificate of Conformance.

(The remainder of this page intentionally left blank)
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4.0

4.6

TEST FINDINGS AND RECOMMENDATIONS (Continued)
Anomalies and Resolutions

Eight Notices of Anomalies were issued during the test campaign. A Notice of Anomaly (NOA) is generated
upon occurrence of a verified failure, an unexpected test result. or any significant unsatisfactory condition.
The Notices of Anomaly generated during testing are presented in their entirety in ATTACHMENT A and are
summarized below.

Notice of Anomaly No. 1: Lightning Surge Test
After being subjected to the Lightning Surge Test, the AC Power Adapter ceased to function. As a result, the
FL EVS 4500 system did not successfully pass the Lighting Surge Test.

Resolution to Notice of Anomaly No. 1
ES&S acknowledged the nonconformance observation and resubmitted a replacement AC Power
Adapter for testing as part of the DS200.

Notice of Anomaly No. 2: Lightning Surge Test

Afier being subjected to the Lightning Surge Test, the AC Power Adapter ceased to function. As a result, the
FL. EVS 4500 system did not successfully pass the Lighting Surge Test.

Resolution to Notice of Anomaly No. 2
ES&S modified the FL EVS 4500 system to include an in-line COTS surge suppressor and
resubmitted a replacement AC Power Adapter for testing as part of the DS200.

Notice of Anomaly No. 4: Electromagnetic Susceptibility Test

After being subjected to the Electromagnetic Susceptibility Test, the DS200 suffered disruption of normal
operation. As a result, the FL EVS 4500 system did not successfully pass the Electromagnetic Susceptibility
Test.

Resolution to Notice of Anomaly No. 4
ES&S acknowledged the nonconformance observation and provided a root cause analysis.

Notice of Anomaly No. 5: Electromagnetic Susceptibility Review

After being subjected to the Electromagnetic Susceptibility Test, the DS200 suffered disruption of normal
operation. As a result, the FL EVS 4500 system did not successfully pass the Electromagnetic Susceptibility
Test.

Resolution to Notice of Anomaly No. 5
ES&S acknowledged the nonconformance observation and provided a root cause analysis.

(The remainder of this page intentionally left blank)
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4.0

4.6

4.7

TEST FINDINGS AND RECOMMENDATIONS (Continued)

Anomalies and Resolutions (Continued)

Notice of Anomaly No. 6: Electromagnetic Susceptibility Review

After being subjected to the Electromagnetic Susceptibility Test, the DS200 suffered disruption of normal
operation. As a result, the FL. EVS 4500 system did not successfully pass the Electromagnetic Susceptibility
Test.

Resolution to Notice of Anomaly No. 6
ES&S acknowledged the nonconformance observation and provided a root cause analysis.

Notice of Anomaly No. 7: Low Temperature Test

After being subjected to the Low Temperature Test, the DS200 was damaged due to human error during
testing. As a result, the FL. EVS 4500 system did not successfully pass the Low Temperature Test.

Resolution to Notice of Anomaly No. 7
Wyle counseled and retrained all technicians on the associated Wyle Operating Procedure and

performed the test correctly, at which time the DS200 successfully completed the Low Temperature
Test.

Notice of Anomaly No. 8: Electrostatic Disruption Test (ESD)

After being subjected to the Electrostatic Disruption, the DS200 ceased to function and required human
intervention in the form of a power cycle, during testing. As a result, the FL EVS 4500 system did not
successfully pass the Electrostatic Disruption.

Resolution to Notice of Anomaly No. 8
ES&S acknowledged the nonconformance observation; Wyle performed the Electrostatic Disruption
Test a second time and the EUT successfully passed.

Test Summary and Conclusion

Wyle performed conformance testing on all modifications submitted for the ES&S FL EVS 4.5.0.0 Voting
System. Wyle only tested the DS200 for the modifications. Modifications of the DS200 met all applicable
requirements in the EAC 2005 VVSG.

This report is valid only for the system identified in Section 2 of this report. Any changes, revisions, or
corrections made to the system after this evaluation shall be submitted to Wyle to determine the scope of
testing for the modified system. The scope of testing required will be determined based upon the degree
of modification.
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NOTICE OF ANOMALY

DISPOSITION « COMMENTS ¢« RECOMMENDATIONS:
The final disposition is pending a root cause analysis to be presented by the client.

Potential 10 CFR Part 21 L[] YES X NO
RESPONSIBILITY TO ANALYZE ANOMALIES AND COMPLY WITH 10 CFR PART 21: CUSTOMER O WYLE
CAR Required: O YES NO CAR No.

PROJECT ENGINEER: /\j//\ 7//7//3
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VERIFICATION: .
TEST \\‘l'l.‘“iﬁﬁ:%? g @/é :/’2 Z gi Z‘gfﬁ().lﬁ("l' MANAGER: Z?QA % 0212 al'[zé

o INTERDEPARTMENTAL
REPRESENTING: ES&S COORDINATION: N/A

QUALITY ASSURANCE: Desdies  “way ey
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PHOTOGRAPHS
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Photograph 6: ES&S FL EVS 4.5.0.0 PCA
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Photograph 10: ES&S FL EVS 4.5.0.0 PCA
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Photograph 11: ES&S FL EVS 4.5.0.0 Lightning Surge
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Photograph 12: ES&S FL EVS 4.5.0.0 Lightning Surge
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Photograph 14: ES&S FL EVS 4.5.0.0 Magnetic Fields Immunity
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Photograph 15: ES&S FL EVS 4.5.0.0 Electromagnetic Emissions

Photograph 16: ES&S FL EVS 4.5.0.0 Electromagnetic Emissions
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Photograph 17: ES&S FL EVS 4.5.0.0 Electrostatic Disruption

Photograph 18: ES&S FL EVS 4.5.0.0 Electrostatic Disruption
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Photograph 20: ES&S FL EVS 4.5.0.0 Electrical Power Disturbance
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Photograph 22: ES&S FL EVS 4.5.0.0 Electromagnetic Susceptibility
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Photograph 23: ES&S FL EVS 4.5.0.0 Temperature and Power Variation

Photograph 24: ES&S FL EVS 4.5.0.0 Temperature and Power Variation
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Photograph 26: ES&S FL EVS 4.5.0.0 Bench Handling
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ATTACHMENT C

NON-OPERATING ENVIRONMENTAL TEST DATA
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LOW TEMPERATURE TEST DATA
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HIGH TEMPERATURE TEST DATA
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VIBRATION TEST DATA
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VIBRATION TEST DATA SHEET
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BENCH HANDLING TEST DATA
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HUMIDITY TEST DATA
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ATTACHMENT D

ELECTRICAL TEST DATA
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ELECTROSTATIC DISRUPTION

WYLE LABORATORIES, INC.
Huntsville Facility

WYLE LABORATORIES, INC.
Huntsville Facility



Page No. B-88 of 126
Test Report No. T71352.01-01 REV. B

Page No. D-3 of 20
Test Report No, T71013.01-01

wyle DATA SHEET ==
Inboratories StartDaty; 20208
Customer:  LS&S (page | ol 2) _ Temperature: ‘."IA‘-.F o= Humidity:  S6%
EUT: A5 N _ Ateaustrement Poinr: ¢ Test Points Below
o3 o i T
Mudel No.; D500 Interference Signat; St Applicd Signal
Serinl M. Frequency Range: NiA
Test Title ___ Flecironiatic Thiarupriyn L ——
Tent Points Mosis Limit | Applied Level | Dischorge | Times Commints
Yes | No kv Type Tested :
TURGE Verticul Coupling Mans F, LA K Lioman i Fhich ¥ode ol ELIT
THINS Ersaiiy |15 Yhe keyhike P SRR e i Eignrerg boqbmst clingdys
—_ ¥ Thoed ag TPeid.
TRNE: S Tine kesbale r =X d ¢ Clnpngt i
= = L AX ——
TP Metal Hallow i From 241 Lamiai L0
Lipger aght Keybado L
TIoas, Sdatal Ballos Hom From LN ] Clntaci L]
Lot R ipht Kevbialy f
FPody Al Piadlod Diies Ty AN Cizntu 1
MEaphif-Fooar Kl e
TI0GT ezl Brafiol T Wofpb =L4N Urmdiics mn =
Halio ey Dy Keyhals "y
TPO0R: Mutal Talkn Bon Abenve 20N Coama 10
Wimbat Dsfhem (S -
TGN hebiatal Thadion D Frove il 4,8 IMERCE 4
Atwiom thie A lbary Shii '
L TR T (TR PR R T =2 4.4 [T Comiacy hid
Vit Citniey T
Mt ksl Wos Alwive LA |-ur|-.u_'| 7]
Moy Sy 7y
T B L-_.l IRalka Rgs Ll L4 Cimacy _1II
Biadiii N’ Thisir iyl s
ETRITR: ) Y200 Ml Do =2 4.3 Cariact (]
Kuyhaic .
FRORSC DOAZ00 sl Ciner e =1 44 1% Aly 10 —
[ ’
i
R01Y. DEI00 Tk Cower Lin =404 nie ]
Fromi =_f -v |
T Ta2R) el Lrver Might A K At 4]
[Py ’,
= W = . = —
IPET IST00 Trash Cusr Boaght 3,0 A ]
(¥ . L‘ =
THMHIE: IR0 Tialloe Timck Frank LA N 18 Ny 9
U .f'
Tl TR0 Sorves |rumu Frima- F | SEE N Aar in =
Daces | o) T o U vwrmsr Joilriie W
Notice of Anomaly: - A At
- R = - Veutud Ry, A%y A _ e 230390005
2 - a i
Witagssz . g Apjproved: -;L Dhiges Ckf/ 2ird
W1 251 Rev, Diee. 204 [eainrl Enigine

WYLE LABORATORIES, INC.

Huntsville Facility

WYLE LABORATORIES, INC.

Huntsville Facility



Page No. B-89 of 126
Test Report No. T71352.01-01 REV. B

Page No. D-4 of 20
Test Report No. T71013.01-01

wyle  ~ oataswesr T

- 5 4 . .
Cuslomer:  ES&S (Page2of2) Tem peutre: I24F Huimidity: - 36%
EUT: 43m Mensurement Paing  ve Test Paints Below
=5,
Model Na.: DI Interference Slgnal  See Applicd Signal
Serlal Mo — Fregqueney Ringe: N =
Teowt Tilke _ Eleifrosistle Dismgplion —
S Mieets Limit | 4o otiod ovel | Dischuree | Times > y
- £ 3
Yeu | N (V) Type Tested i
Tn Feren s Finom) 614, LS ir ]
face L2 Tog Cinmes Tty 1"
T2 ) D Beenen Frine Frrw- F, s) 0K A (1]
Exca Top-Sgum L
24N Al I
L
VIRITE: [ faeen Top Hipha 4008 Ay 1
Clasmier -f
PGS DA Bowat Top Mruhe= 4,0 Ky i
o
[ELen: - LALY A i
it -
10030 FIS 0 Sesoen Tiap §an g ol W id (1 it
Cedtics ¥
TREAT THG I Noaey Akl ks Lo 7 sl R I3 A 1]
Suls =
IPO3E SIS0 Screen Mddle luh. a2 4.0 18 A m
Ciervicz d
T [T Sumgon. MG P AN T A {4
Rirglu-Timmer L4
FINOME - LS00 iz Wl gt | XUl At m n
e ke
FIS00D | C00e Sopet Lty Bl F, NEE N Aw T
¥ipenar o
TS £ Scrgn L A NID A w
R e NI I-"
BRI Sian | e LBl L.-”. =T 4,8 15 Air L]
VIO LIS Dacy Mo v el d 13 L1l Ab 0
TS D000 Savgw F e | ;- 2464 §i = I
i v
TR CISI00 Wodeas [ lom > LM 18 Al 1
TN PrES0n M {oser Frogs 23 A K 18 1l i
Capas ¥ g
v LB Mt L iower Byt ./' LK | W ([F]
¥ DR ear Cower Hack W L 4R 13 Air 1] =
- = .
Nubice of Anamwly.- —E:' 2 Tesied By; -"'.r;;l- - "a’ — Diote: £F3/3 V42503
e 9 Avchgjchn
Witness: — Approved: T, -:?}:.’f e .ﬂf]&gj Zal 2
W=t Mes e Zuis Trujeet i pzialie
gt

WYLE LABORATORIES, INC.
Huntsville Facility

WYLE LABORATORIES, INC.
Huntsville Facility




Page No. B-90 of 126
Test Report No. T71352.01-01 REV. B

Page No. D-5 of 20
Test Report No. T71013.01-01

ELECTRICAL POWER DISTURBANCE TEST DATA
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California Instruments Corp.
Data entry mode: Absolute

No. Type Time (s) Volt
1 |V Step 60.000 120.0;
2 |V Step 0.020 84.0i
3 [V Step 60.000 120.0
4 |V Step 0.100 48.0!
5 |V Step 60.000 120.0|
6 [V Step 1.000 48.0,
7 |V Step 60.000 120.0
g |V Step 5.000 6.0
g |V Step 60.000 120.0
10 |V Step 1.000 102.0
11 {V Step 60.000 120.0
12 |V Step 1.000 138.0
13 [V Step 60.000 120.0;
14 |V Step 14400.000 129.0
15 |V Step 60.000 120.0
16 |V Step 14400.000 105.0
17 |V Step 60.000 120.0.
18 (Empty

Transient List: <NEW>

Printed on: Friday, July 26, 2013 9:50:02 AM
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ELECTROMAGNETIC EMISSIONS: RADIATED EMISSIONS TEST DATA
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ELECTROMAGNETIC EMISSIONS: CONDUCTED EMISSIONS TEST DATA
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ELECTROMAGNETIC SUSCEPTIBILITY TEST DATA
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wyle DATA SHEET B s
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ELECTRICAL FAST TRANSIENT TEST DATA
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LIGHTNING SURGE TEST DATA
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wyle DATA SHEET e o
Start Date: 2w

Cosbanars ES&S Hepiratine _ meC Himiddity: 53.6%

EUT: D200 Messarement Point: "ﬂ ("Olml'll.ﬁ mhh 5
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CONDUCTED RF IMMUNITY TEST DATA
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‘mgm DATA SH EET Joh Ko,: T713, 00

Start Date; 29 Jul 13

Castomor: ES&S Temperature; P Humidity: e
EUT: Dsz00 Measurement Poin: = See Comments Helow
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MAGNETIC FIELDS IMMUNITY TEST DATA
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ATTACHMENT E

OPERATING ENVIRONMENTAL TEST DATA
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TEMPERATURE/POWER VARIATION TEST DATA
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wyle

7800 Highway 20 West

Hunteville, Alabama 35806 o}
Phona (256) B37-4411 Product Safety Review
Fax {258} 721-0144

. wilelabs coe

CERTIFICATE OF CONFORMANCE

Wyle Project No. T71013-05
Customer PO ES&S-MSA-TA029
lssue Date 17 September 2013

The device exhibited below has been reviewed in accordance with the particular requirements of applicable
sections of UL60950-1, Standard for Safety for Information Technology Equipment, Second Edition, and the
Recommended Practice for Unlabeled Electrical Equipment Evaluation, First Edition, (developed by the
American Council for Electrical Safety), and has been found to be in compliance.

Product Identification
 Device Description Voting Scanner/Tabulator
Manufacturer Election Systems & Software
Device Model No. DS200
Device Serial No. DS0313350009
Electrical Ratings Input 24 VDC — 2A - 80W Max.
Hardware Revision 1.3
Power Supply
Power Supply Description | ITE Power Supply
Manufacturer Power-Win Technology Corporation
Model No. PWOB0A2-1Y24AP
Input 100-240 VAC - 2A
Output 24 VDC — 3.34A (R0W max)
UL Listed ITE PS UL File No. E156513

This report is valid for the equipment model and serial indicated in the product identification table above. Wyle
makes no endorsement of the equipment reviewed, nor does this evaluation constitute approval of similar
equipment. This evaluation does not constitute an product listing.

N ‘E (Llaa
73 203 Jﬁ 9frafis
Brian Coppeck NCT, 'y Supervisor Robert D. Hardy, Department Manager
INARTE Cenified Product Safty Technician No. PS-00438-NCT EMIEMC/FCC, Product Safety, Election Systems. & Packaging

WELL ATaL THE NG 10 REBCDUCE, CabY, EXCUNT, OB OTHENWISE UTILIZE ANY OF THE MATEM.IL CONTADIL WIATDI
WESHOUT [HE EXPRESS PRIDR FERMISSION OF WYLELABCUATORIES IS PRUSIBITED. THE ACCEFTANCE OF A PURCRASE QRIS i CORMICT!
MATERAL CONTAINED HERE: SHALL BE TOUIVALENT YO EXPRESS PRIGS. BERMISIIN, WLE SHALL VAYE NO LIAMILIIIY FUR DAMAUES CB et
TO FEREON OR PRCPERTY, PNCLUDING SPECIAL CONTEQUEWTIAL DAMAGES. RESULTING FROM WYLE™S FROVIDING THE SEAVICRS CUVERED BY THN
REPORT.
Cert. Na, B45.01
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wyle,

312013

INSTRUMENTATION EQUIPMENT SHEET

JOB NUMBER: T?1013

TECHNICIAN: R/.CHAMBERS  CUSTOMER: ES&S

TYPE OF TEST VVSG4.1.2.11 CRFL
TEST AREA: EMICHAMBER 3

No. Description amsifnetumer Model Senal ¥ WYLE # RANGE ACCURACY Col Date  Cal Due

] AMPLIFIER AR 2300A225 0342861 03485 MG HCR AN TRAR20
2 ATIEN HIRD 25-T-MN 0 03192 50 OHMS 23 W. MFG GAAFA013 6242014
1 ATTENLATOR MARDA e 3180 TAga0 IO 40 GO HE MFG I25013 3257014
4  DATALOGCER EXTECH 42250 G051859 04926 AP o | 44FAD- &) °F ) £3%RH H4R0I3  §1472004
5 DR COUPLER AMP RESEARCIHT DCI0I0 Jmozz 117208 DI-1000MH=  20.RdB 012 w4204
6 DMM FLUKE BTV 18290045 0144 AvVDC £0.1%+1 TH6R20I2 1262013
7 PASS IMP ADAPT FISHER CC FCC-801-150-30-COF 9784 1i6R54 1S0KHz230MH MFG 642013 624014
8  PASSIVE FISUER CC FOC-801-450-50-COF (449004050 11005 150KHZ - 230M MFG TE0IT 102004
9  BIGUEN MARCON| 2023 1122240092 L1224 OkHe ) 20HE £0.8d0 2112013 2012004
10 SPEC ANAL AGILENT E446A/MNT0 LIS44020335 win MFG MFG 102013 S102014
11 SPEC ANAL HP Edddan Lisqa020311 o447 440GH= MG BMA200T 010
12 TAPE MEASURER LUFKIN HVIOAECME NEN ax7on Emeters & mm 42472002  4R42014

This is to certify that the above mstruments were ealibrated using stae-of-the-nit techniques with standards whose calibration is

truceable to the Natjoua] Institute of Standards and Technology
INSTRUMENTATION: CHECKED & RECEIVED Y- O7/3t| 2013

\ 7/3(1 & o= T3S

WH-1029A REV, APRY9 Page 1 of |
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me INSTRUMENTATION EQUIPMENT SHEET
laboratories
DATE:

02013 JOBNUMBER: T1013 TYPE OF TEST VVSGi4.1.2.8 ESD
TECHNICIAN:  L.GALEONE CUSTOMER:  ES&S TEST AREA: ESD TESTLAB

Mo, Desirip M Model Serfal # WYLEW RANCE ACCURACY CalDaie  Cal Dug
1 DISCHARGE EMC-PARTNER  ESTOBOGDMI 0es 03229 ¥ I 50pF MFG TR0IE 7002014
1 DMM FLUKE Ty 18290046 o147 4 VD +0.1%+1 1262012 1262013
3 ESDGUN EMC-PARTNER ESD3000 059 (446 y 165KV 210% 102012 i3
4 ESDTAROET HAEFELY TRENCI 2520311 15246) g f 15KV 5% 1G0T 12602013
5 OSCILLOSCOPE TEKTROMIX DrOsiod Coizoel eI . MFG MFG 1072372012 132013
6 TAPE MEASLIRER LUFKIN HVIMECME NEN Lr el Bmeters *hmm 4247012 44014
7 TEMPHUMBAR EXTECH 50700 Q390477 01539 MULTI MFG PN 2272014

This is to certify that the above instruments were calibrled using stue-of-the-art techniques with fards whose callbration Is

tracenble to the National Institute of Stndards hn

INSTRUMENTATION: - %ﬂlﬁﬂ(ﬂ?& RECFIVED BY:
#32/1Z qa. m

WH-1029A.REV, APR'99 . 7
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“ryl e INSTRUMENTATION EQUIPMENT SHEET
laboratories
DATE:

WRA2013 JOB NUMBER: T71013 TYPE OF TEST VVSGSECTION4.1.2.6
TECHNICIAN:  R.CHAMBERS CUSTOMER:  ES&S TEST AREA: EMI LAB - CHAMBER 3
Mo, Deszrip i Model Serial # WYLE # RANGE ACCUNRACY Cal Dsie Cal Due
| ATTEN HAEFELY TRENC! 25201 1 L/100 155423 | 53800 04590 , MFG MFG 3142012 31472004
2 DMM FLUKE v 16250046 01474 4 AVDC £0 1%+ 12062012 | 26/2013
3 EFTJUNIOR TSTR HAEFELY TRENCI 093204.1 $3762-14 1125754 SNESONS 0% 127282012 12/2872014
4 OSCILLOSCOPE TEKTRONIX PFOSI0 Coy2091 DEMT . MED MFG 102372002 1072372013
5 TAFE MEASURER LUFKIN HYIMBCME WEN 2708 . Bmeters =imm 432012 402402014

This is to certify that the above insiruments were calibrated using saie-of-the-an iechniques with standards whase calibration is

traceable (o the Mational Instiute of Smodurds and Techpology, -
TNSTRUMENTATION: %ﬂ_%. 2 % CHECKED & RECEIVED BY, (] ﬁ( g 7/2!{}10!3
Gl A‘{f’ > QA: / A

Aot Zzi//>
WH-1029A REV AFR'39

Page 1 of1
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“Me INSTRUMENTATION EQUIPMENT SHEET
laboratories
DATE:

1302013 JOB NUMBER: 171012 TYPE OF TEST FCCPART 15
TECHNICIAN: L SMITH CUSTOMER: ES&S8 TEST AREA: OATS2

No. Deseripti Mg Model Serinl # WYLEH RANGE ACCURACY Calnte  Cal Due
I ATTENUATOR MARDA T66-20 40382 01444 DCA GHz MG 3252M2 3R50I4
2 DMMm FLUKE L 64440152 112518 MULT . 1%+1 G401 64004
3  EMITEST RCVR ROHDE SCHWARF  ESCI 100388 117803 MuLT MFG ioa 4ok
4 LISN SOLAR 21I0T-50-TE-50-N 1125266 1686 MFG MFG b e T
5 usN SOLAR 2H07-50-T8-50-N 1125267 ni6ET MFG MFG &13m3 Ao
6 TAPE MEASURER LUFKIN ELISSI 116893 | 16893 I5meser £limm TWI2201 TR0

This is to certify that the above instmimenis were calibrated using sate-of-the-an techniques with standards whose calibration is

hle to the National Instityte of and T B
INSTRUMENTATION: 34[ 2813 CHECKED & RECEIVED BY q\g_..__- < “\.._,__/'Tf'gcl ig
T
QA ?7&:[‘.‘4__ 7/ %
WH-1029AREV, APR'99 7 .
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‘N’yl e INSTRUMENTATION EQUIPMENT SHEET
laboratories

DATE: 2912013 JOB NUMBER: 171013 TYPE OF TEST VVS5G4.1.2.12 MF1
TECHNICIAN:  L.GALEONE CUSTOMER: ES&S TEST AREA: CHAMBER 3
Mo, Deseription Munyfacturer Moded Serial # WYLE# RANGE ACCURACY CalDate  Cnl Duz
1 AMPLIFIER TECHROM 7860 QL507s 4566 GOV NCR WNIO0E TR0
2 DMM FLUKE v 18200046 01474 AVIDC 20.1%+] 1262012 12762013
3 METER HOLADAY HOL-FI3404 T6285 117549 30-2KHz MFG 224N0NT 242014
4  STOP WATCH HANHART STRATOSI 11013] (I EY 10HR § secidmy MA0LY  BR4R0IA
5 TAFE MEASURER LUFKIN HVIBISCME SN [reli] Smeters &lmm AR4I012 ARARON
6 WAVEGEN AGILENT 332504 SG4000TZ6 o148 MULTI CERT 1282012 122872013

This is to certify that the above instruments were calibmted using state-of-the-art teehmigues with standards whose ealibration is
tracenble to the National Institute of Standards and Technolozy.

MNSTRUMENTATION: CHECKED & RECEIVED BY: fa)

?/ 29 { 12 ga Buxdo LAY 1ole
WH-1029A.REV, APR'99 Page 1 of 1
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e INSTRUMENTATION EQUIPMENT SHEET
712572013 JOB NUMBER: T71013 TYPEOF TEST VVSG SEC4,1.2.5 EPD
TECHNICIAN:  R.CHAMBERS CUSTOMER: ES&S TEST AREA: EMI LAB - CHAMBER 3
No. Desan Ptrerma Modei Serial ¥ WYLE# RARGE ACCURACY Cal Dote Cal Do
| DATALOGGER EXTECH 41280 9051859 4926 -4°F fo 194°FA0- £17F / £3I%RH 42013 sh42014
2 DMM FILUKE BTV (RI90046 01474 AVEC 0, 1%+ 162012 1262013
3 POWER SOURCE CALIFORNIA [NST 1251RP/IF L0361 e G-2TOVAC RMSE 1% WRIOLI 2202014
4 TAPEMEASURER LUFKIN HVIBCME NSN 02708 Hmeters < bmum 42472012 412412014

This is to certify that the nbove instruments were calibrated using state-of-1 dards whose calibrai

is
traceable to the National [nstitute of Standards und Technology”
INSTRUMENTATION: CHECKED & RECEIVED BY: W(éﬂ" 0?/25[20!3

2% B Mg | AWeB

WH-1029AREV, APR'99 Page 1 of |
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“’yle INSTRUMENTATION EQUIPMENT SHEET
Iahormatories

DATE: T222013 JOB NUMBER: T71013 TYPE OF TEST VVSGSECTION4.12.7
TECHNICIAN:  LGALEONE CUSTOMER: ES&S TEST AREA: EMILAB- CHAMBER 3
No. D M Miodel Serial # WYLE # RANGE ACCURACY Cal Date. Cal Due

1 COUPL NETWK HAEFELY TRENCI PCDI00 149869 R90540 MFO MFG T00I3  WI0201S
1 DATALOGGER EXTECH 42280 051859 4826 <AF w 144°FN0. AIPF/23%AH 5142013 5{142014
3 IMPULSE MODULE ~ HAEFELY TRENCI FiM100 o3 ROOSIR Y MFG W00 TOR0S
4 OSCILLOSCOTE TEKTRONIX DPOsIng colest My MFG MFO 10MER017 1332013
5 STOP WATCH HANHART STRATOSI 1N 1o 10HR 5 secidny BRAZ0I3  GAZO014
6 SURGETSTR HAEFELY TRENCI PEURGES000 130270 R90337 MULT1 MG 0203 e

This is 1o cortlfy that the above instruments were calibrte
traceshle w the National Insthute of Sl:mdurds T

d uming stalg-of-th with dards whise calibration is
gy

s
ez CHECKED & RECEIVED BY- MM ’?/ RI [7

A W P

MNSTRUMENTATION:

WH-|029A.REV . AFR'S3 Page | of |
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ID Category Status Summary

59 TDP closed DS200HW_M_SPC 0313 HWSpec, pg 41, section 3.2.1.4 (old Issue
#1)

60 TDP closed EVS5010_OVR, pdf pg 62, DS200, Specifications, Connectivity (old

Issue #2)

64 TDP closed EVS5010_OVRO0O, Section 1.8, Benchmark Directory Listings (pg 26),
#3

65 TDP closed EVS5010_OVRO0O0, Section 1.8, Benchmark Directory Listings (pg 26),

#5,6,7,8,9,11, & 12

66 TDP closed EVS5010_OVRO0O, Section 1.8, Benchmark Directory Listings (pg 26),
#7

70 TDP closed EVS5010 DOC_D 1200_ChangeNotes

71 TDP closed EVS5010 DOC_D 1200_ChangeNotes

85 TDP closed EAC RFI 2008-05

87 TDP closed VVSG VII, 2.13.d

WYLE LABORATORIES, INC.
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Certification Test Plan T71352.01 Rev A

3.0

3.2

MATERIALS REQUIRED FOR TESTING (Continued)

Equipment (Continued)

Table 3-2 EVS 5.0.1.0 Voting System Equipment Description

Equipment

Description

Serial Numbers/Designation

DS200
e Hardwarev. 1.2.1 .0
e Firmwarev. 2.7.1.0

Precinct Count Optical Scanner

ESO108340026

e Firmwarev. 2.7.1.0

DS200
e Hardwarev.1.2.1.0 Precinct Count Optical Scanner DS0113340087
o  Fimwarev.2.7.1.0

DS200
e Hardwarev. 1.2.3.0 Precinct Count Optical Scanner DS0113360186

e Hardwarev. 1.3
o  Fimwarev. 2.7.1.0

Precinct Count Optical Scanner

DE80313350002

o Hardwarev. 1.3
o  Fimwarev. 2.7.1.0

Precinct Count Optical Scanner

DS0313350010

AutoMARK™ A100
e Hardwarev. 1.0
e TFirmwarev. 1.8.1.0

Accessible voting Station

AMO106431607

AutoMARK™ AZ00
¢ Hardwarev. 1.1
e Firmwarev. 1.8.1.0

Accessible voting Station

AMO308421809

Ballot Box Plastic Ballot Box Box1: Box 2; Box 3; Box 4; Box
Hardwarev. 1.2 & 1.3 ) 5; Box 01; Box 02; E089; E099
Ballot Box 5 ;
Hardwarev. 1.0, 1.1, & 1.2 Metal Box with Diverter Box 12
Server PC Dell PowerEdge T410 4DeBQMI
Server PC Dell PowerEdge T710 JPZ6VR1
Client PC Dell OptiPlex 980 3TZIFQ1
Client PC Dell Latitude E6410 232F0M1
Delkin 512MB
. Delkin 1GB
Transport Media . . . 7
A - g Delkin 2 GB Wyle-assigned: TM-XXX*
(USB Flash Drives) Delkin 4GB
Delkin 8GB
Compact Flash Delkin Devices 1 GB Compact Flash Wyle-assigned: CF-3200*

Report Printer

OKI B6300

USQX074394

Headphones

Avid FV 60

HP-57936-1-9

WYLE LABORATORIES, INC.

Huntsville Facility
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Page No. 17 of 40
Certification Test Plan T71352.01 Rev A

4.0

4.1

TEST SPECIFICATIONS (Continued)
Requirements (Strategy of Evaluation) (Continued)

» Section 5: Software Requirements — The requirements in this section will be tested during source code
review, TDP review, and FCA. A combination of review and functional testing will be performed to
ensure these requirements are met.

¢ Section 7: Security Requirements — The requirements in this section will be tested during source code
review, FCA, and Security Tests.

Wyle Laboratories’ personnel shall maintain a test log of the procedure(s) employed. This log identifies the
system and equipment by model and serial number. In the event that the project engineer deems it necessary
to deviate from Wyle Test Cases or Wyle Operating Procedures (WoPs) pertaining to the test environment,
the equipment arrangement and method of operation, the specified test procedure, or the provision of test
instrumentation and facilities, shall be recorded in the test log. (A discussion of the reasons for the deviation
and the effect of the deviation on the validity of the test procedure shall also be provided and approved by the
Project Engineer and Program Manager.)

Wyle Laboratories utilizes an internal bug tracking system in order to capture and track all issues and
discrepancies found during the testing campaign. This allows for all issues and discrepancies to be
monitored for reoccurrence, ftracks the root cause analysis, and provides a resolution status.
Wyle Laboratories shall verify all items logged into the bug tracking svstem are resolved prior to the
completion of testing and before any recommendation may be made for certification.

The designated WoPs for this program are listed below together with the identification and a brief
description of the hardware and software to be tested and any special considerations that affect the test design

and procedure.

The specific Wyle WoP’s to be used during testing include the following:

e  WoP 1 Operations Status Checks ¢ WoP 27 Maintainability

s WoP 2 Receipt Inspection ¢ Wop 29 Electrical Supply

¢  WoP 3 Technical Data Package Review ¢ WoP 30 System Integration Test

o  WoP 4 Test Plan Preparation (This document) ¢ WoP 34 Test Report

e WoP 5a-d Source Code Review e WoP 36 Vote Recording Requirements
¢  WoP 6a-d Security ¢ WoP 41 Logic & Accuracy

e  WoP 7 Trusted Build

e WoP 241 - 1g Usability

WoP 25 Physical Configuration Audit

WoP 26 Functional Configuration Audit

WYLE LABORATORIES, INC.
Huntsville Facility
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4.0

4.4

44.2

TEST SPECIFICATIONS (Continued)
Test Case Design (Continued)
Software Module Test Case Design and Data (Continued)

e “Boundary Value Testing” will be used to evaluate specific software functions and data entry points for
minimums and maximums during the FCA. For software functions and data entry points, an entry will
be made for all minimum and all maximum documented requirements to test for normal and abnormal
conditions. This technique will be used for numeric ranges as well as non-numeric ranges.

Wyle Laboratories will document an expected result for each test. The ACCEPT/REJECT criteria at the
Component Level will be based on the expected result. If the System Under Test (SUT) performs as
expected, the results will be accepted. If the SUT does not perform as expected, the test will be evaluated for
tester error. If it is determined there was no tester error, the test will be repeated in an attempt to reproduce
the results. If the results can be reproduced and the expected results are not met, the SUT will have failed the
test. If the results cannot be reproduced, the manufacturer and VSTL will determine the root cause of the
error. If the root cause has been corrected and the SUT performs as expected, then the results will be
accepted. If the root cause cannot be determined, the problem has not been corrected, or the SUT still does
not perform as expecied, the SUT will have failed the test.

Wyle Laboratories will document the error and track the error through resolution. Wyle Laboratories will
not move to the next level of testing until all documented errors are resolved to fry and minimize errors that
might occur farther along in the test campaign. Engineering analysis will be performed to determine what
effect the resolution has on the component. A determination will be made whether Regression Testing will
be sufficient or a complete re-test is necessary. The factors for making this determination are:
* Is the requirement that was examined impacted by the error
¢ Does the resolution change the function in manner that the compliance to the requirement is in
question
e Does the resolution introduce new functions or change a function that would impact a previously
tested requirement

The test approach to be used for the ES&S EVS 5.0.1.0 will be a bottom-up approach where the lower-level
components will be tested first and then used to facilitate the testing of higher-level components. The
specification-based technique used by Wyle Laboratories at the Integration Level is “Use Case.” The actors
that have been identified fo use the ES&S EVS 5.0.1.0 are the following:

e Election Administrator — the actor with responsibility of entering the election definition with translation
and audio. This actor is also responsible for maintaining EMS users and the election database.

e Warchouse Technician — the actor responsible for loading the election definition onto DS200,
AutoMARK™ VAT, and DS850. This actor also runs diagnostic test and maintains the units.

e Poll Worker- the actor at the precinct location to set up and close down the DS200, AutoMARK™ VAT,
and DS850 on Election Day.

e Voter — the actor who physically casts the ballot on Election Day.
e  ADA Voter - the actor with special needs who has to vote unassisted on Election Day.

s Election Official — the actor who reports and audits the election result post-Election Day.
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|Task Name Duration  [Start Finish
EAC Application submitted Idays  Fri 11/1/13 Tue 11/5/13
EAC Kickoff Meeting (Conference Call) 1day Wed 11/20/13 Wed 11/20/13
Source Code Review 1day Wed 11/6/13 Wed 11/6/13
D5200 1day Wed 11/6/13 Wed 11/6/13
Compliance Build lddays  Fri1l/8/13 Wed 11/27/13
D5200 1day Fri 11/8/13 Fri 11/8/13
Load Compliance Builds Checkout 1day Wed 11/27/13 Wed 11/27/13
Test Plan 56 days Wed 11/6/13 Thu1/30/14
Draft Test Plan 15days  Wed 11/6/13 Tue 11/26/13
Manufacturer Review 4 days Wed 11/27/13 Wed 12/4/13
Draft Test Plan Update 1 day Thu 12/5/13 Thu 12/5/13
Test Plan to EAC 1day Fri 12/6/13 Fri 12/6/13
EAC Review 20days  Mon 12/9/13 Wed 1/8/14
Review TR's Comments 2 days Thu 1/9/14 Fri 1/10/14
Revise Test Plan 2 days Mon 1/13/14 Tue 1/14/14
Resubmit Test Plan to EAC 1day Wed 1/15/14 Wed 1/15/14
EAC approval 10 days Thu 1/15/14 Thu 1/30/14
TDP Review of Changes 30 days Wed 11/6/13 Thu 12/19/13
Equipment Check in and Set up 2 days Mon 11/25/13 Tue 11/26/13
PCA 2 days Wed 11/27/13 Mon 12/2/13
Electrical Supply 2 days Tue 12/3/13 Wed 12/4/13
Functional 2 days Thu 12/5/13 Fri 12/6/13
Accuracy 5 days Mon 12/9/13 Fri12/13/13
System Integration Testing 5 days Mon 12/16/13 Fri 12/20/13
Final Trusted Build 7days  Mon12/30/13 Wed 1/8/14
Verifv Build Environment 1 dav Mon 12/30/13 Mon 12/30/13
Trusted Build 2 days Tue 12/31/13 Thu 1/2/14
Install and Verify System Build 1 day Fri 1/3/14 Fri 1/3/14
Final Trusted Build Complete 1 day Mon 1/6/14 Mon 1/6/14
Delivery of Images to EAC Repasitary 2 days Tue 1/7/14 Wed 1/8/14
Regression Testing Final Build Loads 3 days Thu 1/9/14 Mon 1/13/1e
Certification Report 33 days Mon 12/23/13 Tue 2/11/14
Initial Draft Report 10 days Mon 12/23/13 Wed 1/8/14
Manufacturer Review 2 days Thu 1/9/14 Fri 1/10/14
Submit Test Repart to EAC 1day Mon 1/13/14 Mon 1/13/1-
__EACReview 20days  Tue 1/14/14 Tue 2/11/14
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